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Abstract—Scalar multiplication is the fundamental operation in the elliptic curve cryptosystem. It involves
calculating the integer multiple of a specific elliptic curve point. It involves three levels: field, point, and scalar
arithmetic. Scalar multiplication will be significantly more efficient overall if the final level is improved. By reducing
the hamming weight or the number of operations in the scalar representation, one can raise the level of scalar
arithmetic. This paper reviews some of the algorithms and techniques that improve the elliptic curve scalar

multiplication in terms of the third level.
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I. INTRODUCTION

Since the mid-1980s, when Miller [1] and Koblitz [2]
independently introduced the elliptic curve cryptosystem (ECC),
Experimental evidence supports the claim that ECC offers the
same level of security as RSA for smaller key sizes [4].
Researchers have been interested in the Elliptic curve scalar
multiplication (ECSM) operation. The ECC was developed
through the creation of ECSM operation processes, which is
considered the most important part of ECC as it is involved in
the key generation, key exchange, encryption, decryption
processing, and elliptic curve digital signature algorithm [6]. that
is why there a lot of interest in this part. Many authors gave
enhancements to this operation, see e.g. [7], [8], [9], [11], and
[12]. among other works, have all been published.

The security of ECC depends on the difficulty of the
mathematical hard problem ECDLP. This comes from the fact
that no sub-exponential algorithms exist to solve it. Indeed, the
efficiency of any algorithm is dependent on its running time. So
it can be a polynomial time algorithm, exponential time
algorithm, sub-exponential time algorithm, or fully exponential
time algorithm. All these can be computed using the big O
notation

Three computational levels are involved in the ECSM
operation's structure, as was already mentioned: In the scalar
arithmetic level, efforts have been mainly focused on developing
efficient algorithms for representing the scalar k that minimizes
the number of operations needed to compute of the ECSM.
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Fig 1. Mathematical ECC Operation Hierarchy

Six ECSM algorithms were examined in this work. Some of
the conventional scalar recoding algorithms have been
investigated and examined including the binary method [10], the
Non-Adjacent Form (NAF) method [13], Window w —

—Non Adjacent Form(w — NAF ) method [14], Mutual
Opposite Form (MOF) method [15], Direct Recoding Method
(DRM) [16], and Complementary Recoding Technique (CRT)
[17].

The findings of this study will be helpful for subsequent
research and work. It will assist in identifying the future
algorithm that is the most effective while also assisting in
removing the current constraints. As a result, performance will
be improved while maintaining the same level of security.
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Il. ECSM ALGORITHMS

This section examines and evaluates a few ECSM
algorithms. To evaluate a scalar multiplication method, it is
critical to consider the expected running time. As a result, when
the algorithm is coded, it will be provided in detail.

A. Binary Method[5]

The first established exponentiation technique is a binary
method, which is a technique for elliptic curve scalar
multiplication. It is the computation of the form Q = kP where
P and Q are the elliptic curve points and k is an integer. It is
accomplished by repeatedly doubling (ECDBL) and adding
(ECADD) points on elliptic curves.

For a binary representation (ky,_q kn_5 ... kq ko), Oof an
integer ak k; = {0,1}, then k = k,,_; 2" 1 + k,_,2" 2 + - +
ki2' + ko andk; = {0,1}, i =0,1,2,..,n— 1. That is k =
>tk 28, where k; = {0,1}.

This method is called the binary method which scans the bits

of k. The binary method for the computation of kP is given in
the following:

Algorithm 1. Binary method for ECSM.
Input: (k)lo = (kl—l‘ .klko)z, Pe E(Fp)

Output: Q = kP.

1.Q =P.

2.For i = l—1downto0do

21Q = 2Q (ECDBL).

221f k;= 1thenQ = Q + P (ECADD).
3. Return Q.

Example 1. Let k = 47 and P a point on the elliptic curve E.
Given the binary expansion of k as
47 = 1.25+ 0.2* + 1.28 4+ 1.22 + 1.2+ 1.2° =
(101111),.

The scalar multiplication denoted by 47P using
Algorithm 1 would be as follows:
47P=2(2(2(2(2P + P) + P+P +P).
ECDBL is | — 1, and ECADD is —. i.e., it requires 4

additions and 5 doublings.

In conclusion, whenever the bit is 1, two elliptic curve
arithmetic operations ECDBL and ECADD will be performed
and if it is 0, only one operation, ECDBL is required. Thus, if
we reduce the number of hamming weights h(k) in the scalar
representation, it could accelerate this computation.

The algorithm's running time is determined by how many
operations are performed throughout its execution. In order to
do that, it is needed to analyze each line of the algorithm in
detail. For instance, line 1 of Algorithm 1 is equivalence and it
is very fast and it is not included in the running time analysis.
Similarly, “line 2” is the elimination of the loop and it is very
fast and not inclined to running time. Next, if k; is 1, then a
point addition is performed in” line 2.1”. Point addition needs
some field operations; because of operation and included in the
running time. Since the expected number of ones in the binary
representation of k is half of its length (1/2), line 2.1 is expected
to run [/2 times. Finally, a doubling is performed in line 2.2 for
each value of, that is, times cause of the same reasons of point
addition needs some field operations; because of which, it is a
heavy operation and included in the running time.
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B. Non-Adjacent Form (NAF) Method

The hamming weight of the scalar k can be reduced with a
signed representation that uses the numbers 0 and + 1. Among
various signed representations, NAF is a canonical
representation with less number of hamming weights for integer
k. The NAF representation of k was proposed in 1951by(
booth).

[3]. And after 10 years (George w. Reitwiesner) [22]
proved that every integer could be uniquely represented in this
form.

The NAF of a scalar k denoted by NAF (k) is the subject of
various investigations in different contexts such as elliptic
curve scalar multiplication. In 1989 [20] proposed a
cryptographic application where the user of the NAF can reduce
the number of multiplications in the elliptic curve scalar
multiplication. [21] in 1989 proposed to apply the NAF to
accelerate the elliptic curve scalar multiplication. [18] in 2000
developed a left to right NAF recoding algorithm. In the same
authors [19] in 2002 proposed a representation that has the
fewest numbers of non-zero digits of any modified form.
Furthermore, there are several works dedicated to NAF
representations such as [23],[24],...

The property of this representation is that, of any two
consecutive digits, at most one is non zero, Moreover, the
length of NAF (k), denoted by [(NAF (k)) is at most 1 more
bit than its binary representation. This means, fewer ECADDs
operations and therefore more efficiency when needed to
compute the elliptic curve scalar  multiplication.
Now, because of the group law of the elliptic curve group [15],
the inverse of P = (x,y) € E(F,) is -P=
(x,-y (modp)) € E(F,). Therefore, computing the inverse of
any point on an elliptic curve is free and very fast in terms of
computational time. That is, in the process of computing the kP,
and the minus comes, subtraction of P is performed during this
computation, furthermore, it costs the same amount of ECADD
operation in the total operation. The signed digit representation
there is no unique signed digit representation for any integer k.
To get this uniqueness one has to add some conditions on the
representation. This condition will be that there are no adjacent
non-zeros (using NAF). For example, the number 15 can have
several signed-digit representations:

(01111), =8 + 4+2+ 1 = 15,
(11111), =16 -8 +4+2+11 = 15,
(10111), = 16 — 4 + 2 + 1 = 15,
(10001) yarsy = 16 — 1 = 15.

Only the last representation is NAF

Definition 1: A NAF of a positive integer k is a signed digit
representation of k to the base b = 2, such that k; k;,; = 0
for i = 0. The NAF(K) is written as
(ki1 kn—2 - k1 ko) nar k- This form exists and is unique for
any integer k [11]. The hamming weight of the NAF (k) is
minimal among all signed digit representations of k [28].
Fortunately, the number of bits in the NAF (k) is at most one
more than the number of bits in the binary form of k. calculating
the NAF (k) of any integer k will illustrate in Algorithm 2 [3].
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Algorithm 2: Computing NAF (k) of an integer k
Input: A scalar (k)19 = (kj—1..k1ko),
Output: N = (k;_1.- k1ko)nar (k)
i=1;c=k

Whilec >0

If ¢ odd

N() =2 —(cmod 4)

c=c—N()

Else

NG) =0

End if

c=ji=i+1

End while

Return N

Remarks: The performance of Algorithm 2 can be summarized
as:

1.1f k is an even integer, then 0 will be taken, and continue with
k

2
2.1f k = 1(mod 4), then 1 will be taken, and continue
with % which is an even integer that guarantees a 0 in

the next step.
3.0f k = 3 = —1(mod 4), then

continue with % which is an even integer that guarantees a

—1 will be taken, and

0 in the next step.

This measure produces zero after each non-zero digit, which
means this representation has a low hamming weight.

Example 2: NAF of k =47 is47 = (101111),
i=1,c=k=47
If ¢ odd
N(1) = 2 — (47 mod 4),
2-3=-1
C=c—N()
47 — (1) =48
48 .
=5 =24 i=1+1,
c=24
24

= =12, i=2+1

c=12
—12—6 i =3+1
—7— , 1L=3+

aQ

is even

~
Il
Nyla

9}

is even

~

)
(o))

is even
—2—3, i=4+1
i=5, c=3 isodd
N(5) =2 — (3mod 4)
2—3=-1
c=c—N(5)
3—(-1)=4

ﬁ“"
Nia Pola Pola
a
o
Il

Il
)

is even

i=6+1

NI[\)HNI-P
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i=7,c=1 isodd

N(7) =2 — (1 mod 4)

2—-1=1

c=1-1=0

47 = (101111), = (1010001) y 4y
The mechanism to compute NAF(47), according to

Algorithm 2, is shown in” Table 1".

Table 1. Computing a NAF (47)

i c N(i) N

1 47 1 1

2 24 0 01

3 12 0 001

4 6 0 0001

5 3 1 10001
6 2 0 010001
7 1 1 1010001

The method for computing the ECSM (kP) with the scalar k
in the NAF form is as follows:

Algorithm 3: NAF method for ECSM
Input: (ky_1..k1ko)nary P € E(F,).

Output: Q = kP.
1.Q =P.
2.For i = [—1downtoOdo

21Q = 2Q (ECDBL).

221f k;= 1thenQ = Q + P.
231f k;= —1thenQ = Q— P.
3. Return Q.

This algorithm performs (I — 1 ECDBL + I_Tl ECADD) as
average, where [ is the length of NAF (k).

Example 3: Let k = 686 and p a point on the elliptic curve.
Now, the binary representation of k is (1010101110) so the cost
is exactly equal to (9ECDBL + 5 ECADD). While the
NAF (686) is (10101010010), the cost is equal to (10 ECDBL
+ 4 ECADD).

Remark: In spite of the NAF (k) having the low hamming
weight, it will not if the binary representation of k already has
the same hamming weight. As (99), = (1100011), =
(10100101) 5 4. (1100011),P = 99P, the cost of operations,
while the cost of (10100101) y 4 99)P = 10 operations for any
point P on the elliptic curve. This happens because the length
of NAF (k) is more than the length of k in binary form. In that
case [c1] has produced an algorithm to prevent this action.

According to the running time Then the running time
according to this assumption for all mentioned algorithms will
be as follows For instance, “line 1” of Algorithm 3 is
equivalence and it is very fast and is not included in the running
time analysis. Similarly, “line 2” is a determination of the loop
and it is very fast and not included in the running time. Next, if
k; is 1, then a point addition is performed in “line 2.1”. Point
addition needs some field operations; because this is a heavy
operation and includes the running time.

C. Window w —Non Adjacent Form (w — NAF) Method

w — NAF has been proposed by [5] in 1997 where w >
2,1in 2002 [7] proved that the w — NAF isoptimal. A w —
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NAF of a positive integer k is an expression Y23 k;2¢,
where each non zero k; is odd, |k;| < 2¢~! and k,_; # 0.
For w > 2, at most one of any w consecutive bits is non-
Zero.

The length of o — NAF (k) does not exceed one more
than the length of the binary form of k. And the hamming

weight of w — NAF (k) is ﬁ

Algorithm 4: Computing w — NAF (k) of a Scalar k
Input: A scalar (k)

Output: N = (kl—l' 'klkﬂ)NAF(k)
i=1

While k = 1

If k odd

N(i) = 2 — (k mods 2%)
k=k—N()

Else

N@ =0

End if

k—k i=i+1
—E,l—l'i'
End while
Return N

The function mods in Algorithm 4 is an extra code designed
as follows:

Coding of mods Function
If k mods 2% > 27

N(i) = (k mods2¥) — 2%
Else

N(i) = (k mods2%)

Example 4: Let k = 47
i=1, k=47 isodd
23

N(1) = 2 — (47 mods 8), 7= >

N(1) = (47 mods 8) — 8

7-8=-1 N=1
k=47 —-(-1) =48
—k—48—24 i=1+1
2T T T B
i=2, k=24 iseven N =01
k—k—24—12 i=2+1
T2T 2 Tt T )
i=3, k=12 iseven N =001
k—k—12—6 i =3+1
2T YT
i=4, k=6 iseven N = 0001

6
k=§=3, i=4+1
i=5, k=3 isodd
N(5) = 2 — (3mods 8)

=3 N = 30001

The mechanism to compute w — NAF(47), according to
Algorithm 4, is shown in” Table 2".
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Table 2. Computing a 3 — NAF (47)

i k N(i) N
1 47 1 1

2 24 0 01

3 12 0 001
4 6 0 0001
5 3 3 30001

Calculation ECSM using w — NAF (k) is a general version
of the usual NAF (k). Nevertheless, there is pre-computation in
step. The cost of Algorithm 4 is as follows: for Lines 1 and 2
there is 1 ECDBL and 2972 — 1 ECADD respectively; then as
pre-computation cost, there is 1ECDBL + 29~2 — 1ECADD.

The cost of line 2.1 is I ECDBL while it is ﬁECADD. That is,
the total cost of the algorithm is (1 + [)ECDBL + (272 — 1 +
——) ECADD, then 4ECDBL and 1ECADD.

Table 3. Computing the cost of aw — NAF (47)

47 47P Cost of computing
47P

(101111), 2(2(2(2(2P + P) 5 ECDBL
+P)+P+P + 4ECADD

(1010001) yar(a7) 2(2(2(2(2(2P - P) 6 ECDBL
- P + 2ECADD

(30001)5_nar(a7) 2(2(2(3P+)3P 4ECDBL
+ 1ECADD

D. Mutual Opposite Form (MOF) Method

In 2004 [27] introduced an algorithm to compute the
ECSM, called the mutual opposite form (MOF). They also
proved that this form is unique for all positive integers. There
are several works dedicated to MOF representations such as
[16] [17] MOF satisfies the following properties:

1. Signs of adjacent non-zero regardless of 0 bits) are

opposite.
. M non-zero bits and the least non-zero bit are 1 and
—1 respectively.

The idea of the MOF method is summarized by converting
the binary string of the scalar k into signed digit representation
by computing mk = 2k - k where (—) stands for a bitwise
subtraction. Algorithm 5 is for the conversion of a scalar k into
the MOF.

Algorithm 5: Computing MOF of a Scalar k
Input: A scalar (k,_q..kn_2k k)2

Output: MOF (k) = (mk,, mk,_;.. mk;mKg)morx)
Set mk, = k,,_;

Fori=n—1downto1

mki = ki—l - ki
mk, = =k,
Return N

Example 5: Let k = 47
47=(101111),

i=n—-1
i:6_1:5,mkn:kn_1mk6:k6_1,
i=5, k5=1, mk5=k4_k5
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0-1=-1 N =11

i=4,ky=0,mky=k;—k,

1-0=1 N =111

i=3,ks=1,mks =k, — ks

1-1=0 N = 1110
i=2,k,=1,mky =k, —k,

1-1=0 N = 11100
i=1,k, =1,mk, =ky—k,

1-1=0 N = 111000
i=0,ky=1,mky=—kg

=-1 N = 1110001

The mechanism to compute MOF(47), according to
Algorithm 5, is shown in “Table 4 “.

Table 3. Computing a MOF (47)

i k mk; MOF (k)
6 1 1

5 1 1 11

4 0 1 111

3 1 0 1110

2 1 0 11100
1 1 0 111000
0 1 1 1110001

E. Direct Recoding Method (DRM)

In 2010 [28] proposed a new method to present the scalar k
in a new form. This method is named the direct recording
method (DRM), which has the lowest hamming weight. There
are not many works dedicated to DRM representations since it
was introduced, with one paper in 2012 by Thilagavathi and
Rajeswari (2012). The idea comes from the fact that for any
scalar k, there exist s such that 25 < k < 251, So, k =
(25+1)2 __(25+1 _'k)z-

These formulas have some queries.
proposition will answer them

The following

Example 6. Letk = 47

Then

251 > 47 > 2°

26 >47 > 25

47 = (2%), — (2° — 47)

(64), — (64 — 47)

(64), — (17)
(1000000)-(10001)

So the DRA (47) is (10100071).

Computing DRM (47), it was decreased from 4 to 3
compared with the hamming weight of (47),. On the other
hand, the hamming weight of DRM is the same compared with
the hamming weight of NAF(47) but using only a single
operation of bitwise subtraction.

F. Complementary Recoding Technique (CRT)

CRT is one of the techniques to convert a humber to a
canonical signed binary representation that reduces the
Hamming weight [28]. Given the binary representation of a
scalar k = (k;_q ...k ky), the procedure for converting a
binary string into the signed binary string using complementary
method ([9], [10]) is given below:

-

1
k = Z ki2' = (1000 ... 0) iy 1ypics — K — 1

i—0

And k, =0 if k;
k,=1 if k;=0 for i=0,1,..,1—1.
Example 6. Let k = 47

(1000000),,; — (010000) — 1

= (10100071)
=64—16—1
= 47.

111. CONCLUSION

In the implementation of ECC scalar multiplication is not
only the basic computation but also a time-consuming
consuming operation. Its Operational efficiency directly
determines the performance of ECC. In this paper six elliptic
curve scalar multiplication algorithms have been discussed with
examples. The efficiency of these algorithms  will be
summarized in “table 4” in terms of the number of operations
the method is the most efficient
w — NAF.

Table 4. The Complexity of Computing Elliptic Curve Scalar Multiplication

K NAF w — NAF MOF DRM CRM

47 | 6ECDBL

+ 2ECADD

4ECDBL
+ 1ECADD

6ECDBL
+ 3ECADD

6ECDBL
+ 2ECADD

6ECDBL
+ 2ECADD

61 | 6ECDBL
+ 2ECADD

6ECDBL
+ 1ECADD

6ECDBL
+ 3ECADD

6ECDBL
+ 2ECADD

6ECDBL
+ 2ECADD

87 | 7ECDBL
+ 3ECADD

7ECDBL
+ 2ECADD

7ECDBL
+ 5ECADD

7ECDBL
+ 2ECADD

7ECDBL
+ 3ECADD

93 | 7ECDBL
+ 3ECADD

7ECDBL
+ 2ECADD

7ECDBL
+ 4ECADD

7ECDBL
+ 2ECADD

7ECDBL
+ 3ECADD
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