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    Abstract—- Nowadays, it is quite usual to transmit data through the internet, making safe online communication 

essential and transmitting data over internet channels requires maintaining its confidentiality and ensuring the integrity 

of the transmitted data from unauthorized individuals. The two most common techniques for supplying security are 

cryptography and steganography. Data is converted from a readable format into an unreadable one using 

cryptography. Steganography is the technique of hiding sensitive information in digital media including image, audio, 

and video. In our proposed system, both encryption and hiding techniques will be utilized. This study presents encryption 

using the S-DES algorithm, which generates a new key in each cycle to increases the complexity of the algorithm 

detection. An additional shared key between the sender and the receiver is added which is applied before starting the 

encryption process, that key must be hex-decimal in order to increase the level of security and give enough time to delay 

the guessing of the secret text by the attackers.  The secret message data is concealed using one of the two techniques: 

either least significant bit (3-LSB) steganography or hiding in green and blue bits. To expedite the concealment process, 

the cover image is enhanced by applying a median filter, the median filter removes noise from the image while 

preserving its details. Finally, comparing the results of the two methods to determine which is better for the cover image 

in terms of PSNR metrics and hiding process time. 

 
Keywords—Cryptography, S-DES algorithm, Steganography, Information hiding, LSB algorithm, Stego-analysis, Stego-

object, Median  filter. 

I. INTRODUCTION  

The two important processes for transmitting data more 

securely over the Internet are encryption and 

steganography. Encryption is to obscure the meaning of a 

message, while steganography is to hide its existence [1]. 

Both methods are used together to prevent attackers from 

stealing or sabotaging data, thus increasing the level of 

security [2]. In encryption, the structure of the data is 

changed by using one of the encryption algorithms and 

the plain text is converted into a ciphered text to be sent 

securely to the recipient, who decrypts the message to get 

the original text [3]. There are two types of encryption: 

symmetric cryptography and asymmetric. In symmetric, 

both the sender and the recipient share a single key which 

is used for encryption and decryption [4]. In asymmetric 

two keys are used, one is a private key to decrypt the 

message and the second is a public key to encrypt the 

message [5]. In steganography, the data structure is 

preserved to prevent suspicion of the existence of 

confidential data hidden in the medium used for 

concealment, which may be a photo or a video [6]. 

Furthermore, steganography can be defined as a 

procedure of hiding a secret text message in an image or 

hiding an image within an image [7]. Based on that, the 

cover image should not raise any suspicion and should 

closely resemble the original image to the human eye as 

much as possible [8], after images are utilized as the 

carrier in steganography, they are normally handled by 

changing more than bit of the byte, which formed the 

pixels of the image [9]. Cryptography is considered a 

technique of sending a text message in a different form as 

the envisioned receiver could read and procedure it [10]. 

For cryptography, the message is named plain text and a 

masked text message is called cipher text [11], the 

procedure of changing a plain text into cipher text is 

called encryption and the opposite procedure is named 

decryption [12]. For steganography, the procedure of 

embedding a secret text message inside the cover image 

is named encoding and the opposite procedure is named 

decoding [13].  
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II. SIMPLIFIED DATA ENCRYPTION STANDARD (S-

DES) 

   The S-DES algorithm is a symmetric encryption 

algorithm that uses the same key for encryption and 

decryption [8]. Encryption using the S-DES algorithm 

consists of two stages, the first stage is a key generation, 

and the second stage is the text encryption [14], see Fig.1. 

 

Fig.1. Show the S- DES algorithm 

This algorithm relies on the use of a key consisting of 10 

bits shared between the sender and the receiver. The key 

becomes two keys, each one is consisting of 8 bits used 

for encryption and decryption [15].     

III. MEDIAN FILTERING 

A nonlinear technique for removing noise from images is 

known as median filtering. It is commonly used for being 

very good at eliminating noise while maintaining edges, 

and it is especially good at eliminating "salt and pepper" 

noise[16]. The median filter operates by going pixel-by-

pixel across the image and replacing each value with the 

median value of nearby pixels. The median is determined 

by inserting the pixel under consideration in place of the 

middle (median) pixel value after numerically ordering all 

of the pixel values from the window [17]. The median 

filter does not produce new, irrational pixel values when 

it crosses an edge because the median value must really 

be the value of one of the pixels in the neighborhood. As 

a result, the median filter preserves sharp edges far better 

than the mean filter [18], see Fig.2. 

 

 

 

 

Fig.2. Example of 2D median filtering with a 3 x 3 sampling 

window 

IV. HIDING TEXT IN AN IMAGE BY USING THE 3-

LSB ALGORITHM  

In the less important parts of the BMP image, the message 

bits will be hidden, taking advantage of the unimportant 

data by replacing it with the important data to be hidden 

[19]. This is called Steganography (3-LSB). The image 

will not be affected and there will be no doubt that 

important data is hidden inside it [20], see Table 1.  

 
Table 1. The difference between LSB and MSB 

 

data Method result Affected 

101 LSB 100 Affected by 1 

101 MSB 128 Affected by 

128 (1*2^7) 

 

To hide a message in an image, the unimportant image 

data in the image pixels will be replaced by the important 

secret message data [21], each pixel contains red, green, 

and blue elements and each color has a value between 0 

and 255, if the size of an image(cover image) = 500*400 

= 200000, 3 colors for each pixel = 200000*3 = 600000, 

each character (for secret message) can be represented by 

8 bits= 600000/8 then this image can hide 75000 

characters. 
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V. SYSTEM PROPOSED 

The proposed system approach is to encrypt the text of the 

message by using the S- DES algorithm then using one of 

the two following hiding techniques: the 3- LSB or hiding 

the secret message bits in green and blue in an image 

(BMP) after applying a median filter to reduce the noise 

in it.   

The cover image is initially divided into three planes (red, 

green, and blue), the technique works by hiding the 

important data (secret message) in the green and blue 

color pixels rather than in the red ones. Hecht's study, 

which found that just a small percentage of human eye 

cones, nearly 2%, are sensitive to blue, 33% are sensitive 

to green, and 65% of all cones are sensitive to red, had led 

to the selection of hiding 2 bits in green  and 3 bits in blue 

[22]. For the 24 bits color image, the first pixel is 

represented as: 

 

[11011100 11000110 10000111] and the first secret 

message [00011101] the result:  

     Red                Green             Blue  

[11011100 11000100 10000011]. 

The proposed approach can be divided into seven main 

phases:  message encryption by using (S-DES), use 

median filter, hiding cipher text in the image, extracting 

secret text messages from stego-object, decrypting the 

cipher text. The steps of the proposed system are:  

 

The sender 

1) Input hex-decimal key, encrypting the secret message 

(file type txt) by using the S-DES block cipher algorithm. 

2) Using the BMP format (the cover image), a median 

filter is applied.  

3) Hiding the encrypted secret message in the cover image 

using hide 2-bits in green and 3-bits in blue pixels, then 

sending the stego image to the recipient. 

 

The recipient  

4) Search across image pixels to find 8 consecutive zeros 

then extract an encrypted secret message from the stego 

image. 

5) Input hex-decimal key, decrypt the secret message by 

using (S-DES), every 8 bits is converted into a letter, and 

the process continues until all the letters of the hidden 

encrypted secret message are collected, see Fig.3. 

   
Fig.3.The proposed system technique 

 

To encrypt the message by using the S-DES algorithm a 

file type txt (secret message) is selected then the key is 

added which must be hex-decimal, to increase the 

security.  

After removing noise with median filtering, two bits in 

the green color channel and three bits in the blue color 

channel are hidden to conceal secret message data in the 

image (BMP) see Fig.4 and Fig.5. 

 

 
 

Fig.4. File before and after encryption using S-DES 

 

 
 

Fig.5. Encrypted the message using the S-DES algorithm 

and hiding it in green and blue with median filtering. 
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By employing the reverse method, the encrypted secret 

message is extracted from the image, and then the 

decryption algorithm is applied to retrieve the original 

text (secret message), see Fig.6. 

 

 
 

Fig.6. Extracting a file from a BMP image  

 

The S-DES algorithm consists of two stages, a key 

generation and the text encryption, for example to key 

generation, suppose key value =1010000010, P10= (3 5 2 

7 4 10 1 9 8 6) and  

 P8= (6 3 7 4 8 5 10 9). 

 Find K1 and K2: 

1. Key = 1010000010 (10 bits) 

2. Key passes through the p10 =1000001100 

3. Key shift left 1 =0000011001 

4. Key passes through the p8 =10100010= Key 1 

 Find key 2 

1. Key shift left1=0000011001, Shift left2 =0000110010, 

2. Passes through the p8 = 10000101 = key 2.  

The execution path of the key generation process are: 

 

 
 

The Function (fk) it is considered the most complex in the 

S-DES algorithm because it goes through the stages of 

permutation and replacement, the execution path of the 

permutation and replacement process are: 

Apply (IP) initial permutation on the message=8 bits then 

divide the message into L0 and R0, afterwards find L1 

and R1.   L1=R0, R1=f (L, R) = (L0 XOR F (R0, K1), R0) 

the R0=4 digit and the K1=8 digit.  E/P must be used then. 

R0 XOR K1 followed by using S- box array to convert R0 

from 8 bits to 4 bits.  Concatenate R0+L0 (Reverse) and 

permutation (IP^1).  

For example to message encryption, suppose  

 IP= (2 6 3 1 4 8 5 7) 

 IP^-1= (4 1 3 5 7 2 8 6) 

 E/P= (4 1 2 3 2 3 4 1) 

 S/p= (4 1 3 5 7 2 8 6) and S-BOX array = (S0, S1) 

defined as follows: 
 

 
 

Let the message be 11011001, the steps of encrypting 

the message by using S-DES are as follows: 

1. Apply IP (Initial permutation on message).  

 Message after IP=10011110 (to change the location)  

2. Divide the message into L, R---- L0=1001, R0=1110  

3. Find L1, R1---- L1=R0= 1110 

R1= fk (L, R) = (L XOR F(R, SK), R) 

Using E/P to make the R= 8 bits = 01111101 

R1=f (L, R) = (L0 XOR 01111101, R0) 

R1=f (L, R) = (1001 XOR 01111101, R0) (using S-

BOX array to change R into 4 bits), the  

R1=f (L, R) = (1001 XOR 1111, R0) = (0110 XOR 

1110) = 1000 

4. R1+L1= 10001110 

5. Permutation (IP^-1) = 01011001  

The output of the encrypted message = 01011001. 

 

To hide the output of the encrypted message:  

First pixel (image): [10010100 01000110 10000100] 

Encrypted message = 01 011 001 

Hiding message: [10010100 01000101 10000011] 

VI. EXPERIMENTAL RESULTS 

 

   The complexity of the S-DES encryption algorithm has 

been increased by using an additional key (Hexadecimal) 

and the system was applied to an image it has a noisy, the 

hiding time on the image was calculated in two stages: the 

first stage without applying the median filter, and the 

second stage with the use of the median filter. The result 

was the acceleration of the hiding process through the 

application of the median filter, see Fig.7.  
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Fig.7. Hiding time 

 

VII. CONCLUSION 

By using median filtering in an image, the fine-scaled 

visual features are removed, in addition to the noise, 

which decreases the size of the image and speeds up the 

hiding processes and in addition to maintaining the image 

quality. In the steganography procedure, there are two 

approaches that have been utilized, and the PSNR 

measurements have revealed that the usage of "the hiding 

the secret message bits in green and blue pixels" method 

is superior to the 3-LSB method, see Table 2 and Fig.7. If 

alterations to a picture are made individually, to the green, 

and blue layers, a more reliable visual cryptography 

system may be achieved since the intruder tries to 

determine these fundamental intensity values when he 

does a thorough examination of the image. Less distortion 

is implied by a higher PSNR number, a PSNR score of 40 

dB or more is considered to be extremely good, see Table 

2. 

Table 2. The performance evaluation findings encrypted time 

and PSNR score 

The right technique may be chosen based on the findings, 

whether a strong security is required with difficult data 

detection or decreases encryption time. Increasing the 

complexity in the algorithm used for hiding always 

increases the difficulty of detecting hidden data, but at the 

expense of execution speed. 

 The use of encryption with steganography gave a strong 

result in protecting the secret file to be sent over the 

Internet, the reason for this is that encryption is supported 

by Authentication, Data integrity, Confidentiality, and 

Non-repudiation, while steganography supports 

Authentication and Confidentiality. The system power 

level is implemented in two phases: the first stage is using 

the S-DES algorithm, this algorithm is characterized by 

speed and efficiency and the use of different keys in each 

session in addition to the keys of the S-DES algorithm, a 

hexadecimal key is added to which gives enough time to 

delay the guessing of the secret text by the attackers. The 

second stage is to disguise the cipher text in an image to 

prevent suspicion of an important secret message. To 

minimize noise and hasten the concealing process, the 

median filter is used to the cover image and the cover 

image is in BMP format helps to provide a large area to 

hide confidential data. 

The usage of the hiding in green and blue channels has 

proven to be efficient in matching the original image and 

due to the high sensitivity of the human eye to the color 

red, the bits in the red color channel were avoided and not 

used. 
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