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Abstract_Steganography is the practice of secretly encoding information into another medium (called a cover media) such that
its existence cannot be identified. Steganography is the method that is utilized to successfully do this task. Through the use of digital
image steganography, one is able to achieve the capacity of secure communication, which is vital in the bulk of the applications
that are now being created. The use of steganography is applicable in a wide variety of advantageous settings. Its ascent to the
forefront of current security systems may be attributed to a confluence of factors, including a phenomenal rise in processing power
and a heightened awareness among individuals of the need of safeguarding their personal information. When it comes to the
creation of a steganographic method, the most significant challenge that must be surmounted is finding the optimal balance between
quality and quantity. The method is distinguished from linked systems like encryption and watermarking by its ability to embed
information, as well as by the fact that it cannot be seen by the human eye. This article presents a thorough examination and analysis
of some contemporary steganographic methods that are regarded as state-of-the-art approaches. In addition, we have included an
in-depth discussion of the most important steganographic technologies now available. Recent steganographic techniques that are
based on deep learning have been enhanced, which has enabled the resolution of issues that were previously present.
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1. INTRODUCTION encryptgd befor(_e it is sent. It's possible thgt a wired telepho_ne
. i o connection, an internet network, or a wireless access point
Due to the rapid advancement in communication technology will serve as this media. [2, 3] Keys are the basic way by
that has occurred over the past several years, it has become which asymmetric and symmetric cryptography approaches
increasingly vital to increase the information security. Because may be differentiated from one another.
of the necessity, more sophisticated methods of data security Steganography is a method as well as an embedding science
are now readily available to a wider audience. Through the use that is used to disguise information such that only the creator
of numerous communication technologies, such as the internet and the intended recipient can decipher it. receiver
and a variety of other types of local area networks, individuals understands that it is present [3, 4]. Steganography is a
now have the ability to quickly exchange and receive collection of techniques and procedures for encoding
information. _ . confidential information into a digital cover file (image,
The possibility that information may be snatched up by those audio, video, etc.) in such a way that unauthorized persons are
who are not authorized to do so is among the most serious unable to access it. Steganography is also known as "stealth
difficulties connected with the transfer of data. The protection photography." On the other hand, steganalysis is utilized in
of sensitive data is the necessary first step in the process of order to determine whether or not cover files include sensitive
moving it to a safe place; thus, information security is of the data that has been encrypted. When an adversary discovers
utmost importance for the successful completion of the process that a steganographic system exists or decodes a concealed
without any interruptions. Information security is the message, the system is said to have been cracked [5]. The
protecting of data from manipulation by hackers or other users Least Significant Bits (LSB) technique is a straightforward
who are not authorized to access the data. This might include approach utilized in spatial domain steganography for the
other users who try to access the data_. It provides_a high level purpose of concealing information within a cover picture.
of protection against the data's being altered in any way. This approach is used in the research that is being presented
Cryptography, information  concealment  (including here. This is done in a sequential manner, with the bits that
steganography and digital watermarking), and similar make up the secret message being instantly placed into the bit
techniques are only a few examples of how the security of data cover image plane that has the fewest significant bits. It is
transmissions over the internet may be improved in a number important that the image on the cover does not change
of different ways [1, 2]. o _ aesthetically in any way, regardless of what happens to the
The study of secret communication as well as the creation of contents within. For instance, when using LSB replacement
matching mathematical tools is what cryptography is all about. in bitmaps with a width of twenty-four bits [6,] there is no
Cryptography allows two parties to share information through discernible reduction in the image's quality. The LSB
a method that isn't totally dependable without having to worry approach offers a high degree of invisibility due to the fact
about the information being intercepted or used in any manner that it hides information using just one bit per pixel, but its
by a hostile third party. This is because the information is capacity for concealing data is somewhat limited. This is

due to the fact that the
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representation of each image only has to employ a single bit.
Recovering the LSBs exposes that the picture includes
sensitive data, which can be easily retrieved as a secret message
[7, 8], hence it is not a safe method. This is the reason why it is
not secure. The fact that it is feasible to know that it includes
private information just by glancing at the picture is another
reason why it is unsafe. As a result of the fact that the Internet
is an open and public communications network, the problem of
information security has become increasingly significant.
Encryption of the data being transmitted is often thought to be
sufficient to ensure the safety of the communication process;
but, in practise, this has not always been the case. Researchers
have concentrated more on ways that hide communications
rather than methods that encrypt them, despite the fact that
contemporary encoding methods are constantly developing and
improving. Therefore, the examination of secure
communications entails not only encrypting information but
also masking their presence, the basis of which is in the
concealment of information. This system contains technologies
such as mobile subscriber temporary determiners, which are
utilised in digital telephones to supply operators with some
degree of secrecy location, and spreading the radio's spectrum,
which has generally been utilised in strategic military systems
to avoid the presence of transmitters. Additionally, this system
contains technologies such as spreading the radio's spectrum,
which has generally been utilised in strategic military systems
to avoid the presence of transmitters. Steganography is an
essential method that may be used to conceal information.
Steganography, on the other hand, is concerned with
concealing the presence of the communications, whereas
cryptography is concerned with protecting the substance of the
messages [3].

On the other hand, we offer an explanation that is both

straightforward and succinct about the basics of

cryptography, watermarking, and steganography primitives.

Figure (1) : show the categorization of several types of
information security System
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2. Image Steganalysis Based on Deep Learning
The effectiveness of deep learning algorithms has been
proved to be exceptional across a broad range of application
areas. Researchers that specialize in picture steganography
and steganalysis have shown an interest in investigating the
feasibility of using deep learning algorithms to a variety of
crucial areas of multimedia security. It's astonishing how
successful steganography can be when it's built with
generative adversarial networks (GANS), especially when it
comes to deep learning. If a training set is used as the
method's input, it will learn how to produce new data that
have the same statistics as the training set. For instance, a
GAN that has been trained on images is able to produce new
pictures that look at least superficially legitimate to human
observers. These newly generated pictures exhibit a huge
variety of properties that are realistic. Initially, GANs were
conceived of as generative models that could be applied to
unsupervised learning. Nevertheless, it has been
demonstrated that they are beneficial for learning in all three
of the aforementioned modes: semi- supervised learning,
wholly supervised learning, and reinforcement learning. A
Steg analyzer that is built on deep learning enables us, without
a shadow of a doubt, to automatically produce random
pictures and classification stages inside a one-of-a-kind
network architecture that exceeds any prior feature selection.
It has spawned several effective strategies that are based on
GAN, which has led to tremendous development and has
attracted the attention of a significant number of scholars.
After all, the most recent breakthrough in deep-learning
steganography is still confronted with a great deal of
resistance. For this reason, methods of deep learning should
be applied in order to do research on these issues. The graphic
that follows illustrates numerous problems that are related
with the deep learning- based algorithms that are now
accessible.

2.1 GAN-Based Steganography

GAN:S, or generative adversarial networks, have only recently
been developed, but they have opened the door to many new
ways to accomplish image steganography. Researchers came
up with the idea of steganographic generative adversarial
networks (SGANSs). This was done so that GAN-based
techniques could be applied to steganographic algorithms. It
comprises two distinct varieties of neural networks: a
generator network (G) and a discriminator network. (D). The
generator creates false images to trick the discriminator,
while the discriminator works to differentiate between real
and fake data samples. Both parties are working to achieve
their respective goals. By pitting them against one another in
practice and doing so repeatedly, we can improve the
Generator and the Discriminator. First, Volkhonskiy et al.
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introduces a brand-new adversarial training framework to
construct an image similar cover image container that is a
part of deep convolutional generative adversarial networks.
(GANS). Using this strategy, we can generate cover images
that are more secure and can deceive any step analyzer.
However, the images generated using this technique will
readily attract attention.

3. RELATED WORKS:-

This section presents the efforts that have already been
accomplished on the subject of steganography by making
use of various systems. Several diverse methods, some of
which are related to the ongoing research and are described
in the lines that follow, can be connected to the transmission
of information in a covert manner:

According to Roshidi Din and Alaa Jabbar Qasim in
[Steganography analysis techniques applied to audio and
image files] (2019), there is a strong connection between the
two types of steganography aims to conceal information in a
way that is invisible to the human senses. However, there are
very weak techniques that have already been breached. For
example, LSB is one of the simplest to implement, but it
provides very little security and robustness because the
hidden data is straightforward to extract. Conversely, made
hiding and Spread Spectrum are two of the most secure aural
steganography methods; likewise, PMM and Discrete Cosine
Transform offer higher levels of security than other methods.
[16] .

Ye Dengpan et al. [ Heard More Than Heard: An
Audio Steganography Method Based on GAN] (2019) In
this article, we present a novel method for producing
automatically generated audio steganography. The
suggested model comprises three parts that work together to
create the embedding, extracting, and discriminating
processes. During the adversarial training, we considered
the external detector and used a steganalyzer as the
discriminator. By conducting three separate trials, we
successfully demonstrated the efficacy of our approach [11].

Abraham Ayegba Alfal et al . [ A Comparative Study of
Methods for Hiding Large Size Audio File in Smaller Image
Carriers ] (2019 ) This paper corroborated numerous
researches in image steganography that utilized at least two
methods such as spatial domain (pixel value variation) and
transform domain (DWT). The undercover exchanges between
parties for image encompass pixel MSBs and LSBs as usual
practice in order to minimize risks on channels. The
effectiveness of image steganography depends on the
exploitation of HVS weaknesses in spotting insignificant
alterations of the cover image pixels by inadvertent
receivers.This paper established that colour images with LSB
have greater propensity of enhancing undercover broadcast of
audio file with lesser likelihoods of being discovered by
HVS/unwanted clients during transmission. However, this is
attained upon preprocessing of standard grayscale and RGB
colour images including noise removal, smoothing,
enhancement, and resizing. Similarly, the audio sound file is
contiguously reduced with DWT compression to simply
embedding process in cover image. The process of hiding the
preprocessed voice notes involved bits substitution method,
which replaced the MSBs and LSBs of image cover medium
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with those of voice notes. This paper recommends for further
study a method for secret broadcast of large size audio data
inside image covers by combining MSBs and LSBs in hiding
slices of audio file into the cover image[31].

Jiaohua Qin et al . [ Coverless Image Steganography
Based on Generative Adversarial Network] (2020) used to
protect photographs. In this investigation, a GAN generates
the cover image and confidential information. At this stage,
the personal data is incorporated into the composite image
at any place you choose. On the basis of this, a performance
index of a steganography system based on deep learning is
given, making it convenient for direct comparison with the
conventional steganography algorithm. The experimental
findings demonstrate that our models have a large payload,
and this is because our models make use of a variety of
convolution approaches[9].

LANG CHEN et al . [ Learning to Generate
Steganographic Cover for Audio Steganography Using
GAN] (2021) In this work, we proposed employing the
generative adversarial network to build better
steganographic cover audio to hide audio. It is possible that
embedding messages on steganographic cover audio could
produce more secure stego audio, which can withstand
steganalysis based on deep learning. The suggested method
uses a training architecture comprising three primary
modules: a generator, a discriminator, and a deep learning-
based step analyzer that can be purchased off the shelf. We
purposefully conceived of the network architecture of the
generator and the discriminator. We offer an efficient
training approach for adversarial training among the three
modules in the proposed framework [10].

Hariom Dudhwal, Asst. [Audio
Steganography Based on LSB Method] (2021) This
investigation analyzes the wvarious ways of audio
steganography based on LSB. Due to the sensitivity of the
Human Auditory System (HAS), extracting the information
that is hidden in audio recordings can be a challenging
undertaking. On the other hand, listeners rarely pick up on a
few generic ambient aberrations in the recording. Researchers
use these features by transmitting secret information through
audio signals as carriers to conceal the information. This
study presents an evaluation of a Least Significant Bit (LSB)
technique. The goal of this technique is to tackle the low
security and capacity difficulties that are associated with
conventionally utilized LSB techniques. The LSB-based
approach consists of three primary stages: the preprocessing
stage, the embedding and extraction stage, and the message
validation stage. The primary objective of the first stage is to
strengthen the safety of concealed messages [12].

Ilham Firman Ashari [ The Evaluation of Image
Messages in MP3 Audio Steganography Using Modified Low-
Bit Encoding ] (2021) The test is carried out based on an
objective assessment by paying attention to aspects of
imperceptibility, recovery, fidelity, robustness, and payload.
The results of imperceptibility testing by looking at the image
histogram curve of the image before and after insertion with
the same results and there is no difference, means that the
image quality before and after insertion is the same. Audio files
before and after insertion by looking at the comparison
between the methods LBE + 1, LBE + 2, LBE + 3 do not look
very significant differences. Based on testing on the fidelity
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aspect, we can see optimal PSNR and SNR values on LBE + 2,
by looking at the capacity of the inserted picture message and
image quality. PSNR LBE + 2 values range from 50-60 dB
with SNR different about 0.01% from LBE + 1. The test results
based on the aspect of robustness show that the proposed
method is not resistant to attacks with changes in bit rate and
channel mode. Testing of the recovery aspect gives the result
that the proposed method already supports the 100% recovery
aspect, meaning that the quality and size of the image (.jpg,
png, BMP, and. gif). Before insertion and after extraction will
be the same. And finally, the test results on the payload aspect,
there is an increase in message capacity with LBE + 2 around

12.5% of LBE + 1, and using LBE + 3 will increase the
maximum size around 25% of LBE + 1 and about 14% of LBE
+ 2. The insertion and extraction time for LBE + 3 is slower
compared to the others. This research can be developed further
by using a more secure encryption algorithm, for example
using RC4 or AES. In addition, it can use several variations of
other message objects such as audio and video[33].

Muhammad Harith Noor Azaml et al [ A New
Method to Estimate Peak Signal to Noise Ratio for Least
Significant Bit Modification Audio Steganography ] (2022)
This paper proposes a new method to estimate the PSNR value
of any LSB embedding level to cater to the trade-off between
imperceptibility and robustness. PSNR values’ pattern from
embedding at a different level of LSB, which affect the
robustness features, can be used to estimate the PSNR
specifically for the imperceptibility feature of audio
steganography. The estimated PSNR value generated based on
the new method has an average of 99.9% accuracy compared
to the actual embedding result at a different level of LSB
throughout different embedding levels. The proposed method
obtained higher accuracy when compared to Mazdak Method
and only needed one actual PSNR value compared to Mazdak
Method, which needs two actual PSNR values to operate.
However, the focus of the proposed method is only on LSB
modification. Hence, it is not suitable and accurate to
implement the frequency domain in audio steganography. To
conclude, this method can be used as a utilisation tool to refrain
from the repetition of embedding processes in finding the
feasible solution to cater for the trade-off problem between
imperceptibility and robustness features and further reducing
the computational complexity of unnecessary repetitive
embedding processes. Furthermore, the efficiency of an audio
steganography method can be improved as any bad cover audio
can be avoided from being produced. Future work that can be
considered includes creating a steganography method based on
this new estimation method to obtain a method with balanced
features in terms of imperceptibility and robustness[32].

Muatamed Hajeret al [ IDENTIFYING OPTIMAL
MESSAGE EMBEDDING LOCATION IN AUDIO
STEGANOGRAPHY USING GENERATIVE
ADVERSARIAL NETWORKS] (2022) The main objective
of this research is to improving the data protection by
identifying the data embedding location in the audio.
Generative Adversarial Network-based Audio Steganography
Framework (GAN-ASF) is presented in this study, and it can
automatically learn to provide better cover audio for message
embedding. The suggested framework’s training architecture
comprises a generator, a discriminator, and a steganalyzer
learned using deep learning. The Least Significant Bit
Matching (LSBM) message embedding technique encrypts the
secret message into the steganographic cover audio, which is
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then forwarded to a trained steganalyzer for misinterpretation
as cover audio. After performing the training, stenographic
cover audio has been generated for encoding the secret
message [34] .

Chandan Kumar et al. [ Latest Trends in Deep
Learning Techniques for Image Steganography] (2023) In
the realm of picture steganography, the purpose of this study
is to offer a high-level overview of the different deep learning
algorithms that are being applied or that may possibly be used
for best outcomes. This is a concise overview of various
current deep learning-based image steganography algorithms,
along with a comparison of those approaches. In spite of the
fact that a significant amount of research has been carried out
in recent years, with some really encouraging results, there is
still a significant distance to travel. For instance, certain
algorithms, when analysed theoretically, produce better
results than other available choices; nevertheless, putting
them into practise is challenging and yields inferior outcomes.
A fantastic method for further refining the performance of
these algorithms is to include newly developed deep learning
models in their code. In addition, there are several forms of
deep learning learning models, such as autoencoder-based
models, reinforcement learning models, etc. It has been
demonstrated that it is possible to conceal images using
methods such as learning, attentiveness, and convolutional
neural networks. [35].

Table(1) : Shows a comparison of previous readings

No. name Search Name the the method used the accuracy
Author year
the
performance of
PMM has been
measured
through various
metric
techniques
such as Mean
Square Error
(MSE), Peak
techniques LSB Signal-to-
. Noise Radio
Temporal domain (PSNR), Root
Roshidi Din Steganography do?r:]gir':?r?duesn(;)t,ial Mean Square
and Alaa analysis techniques nd Sp Error (RMSE)
1 ; . 2019 domain and
Jabbar applied to audio and . and Structural
! . " Transformation PR
Qasim image files . Similarity
domain and
" Index (SSI),
Masking and
filtering and a
: measurement
has also been
made with
stegoanalysis
techniques
suchas RS, SP
, Chi-square
resulting in a
high safety
measure and
prove
the proposed
scheme could
produce high
fidelity
Heard More Than St:ggirzjoalrsﬁ: T]'C
Dengpan et Heard: An Audio a generative contains secret
2 9P Steganography 2019 adversarial network N .
al. Ye audio. Besides,
Method Based on (GAN) ol
the additional
GAN -
experiments
verify the
robustness and
security of our
algorithm.
the audio file is
compressed to
appropriate size So?leBr?;IZ;é
A Comparative Study beifnot:)e tivrgbjii ?llr?cgt it with LSB is
Abraham of Methods for Hiding image files better than
3 Ayegba Large Size Audio File | 2019 9 when put side-
N (grayscale and A .
Alfalet al in Smaller Image by-side with
" RGB color) at
Carriers bi . the grayscale
inary level using 2
both Most coyzr'\l/lmage
Significant Bits with MSB.
(MSBs) and Least
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Significant Bits
(LSBs) methods
steganography
GAN isan
Jiaoh . s Coverless:lm;ge d a generative efficient
4 iaohua Qin teganograp Y Base 2020 adversarial network method which
etal on Generative
Adversarial Network (GAN) 'generz?te.s
highly similar
images
proposed
method enjoys
preferable
undetectability
performance
Learning to Generate a generative when the
LANG Steganographic Cover adversarial network embedding rate
5 CHEN et for Audio 2021 (GAN) is 0.1 bps
al Steganography Using and LSBM Lower
GAN Detection
Accuracy
Indicates Better
Undetectability
Performance.
The method is
successfully
tested on
various 32 bit
& 16 bit stereo
wave files with
different
payloads. The
SNR dB values
comes out be in
the range 139
Hariom Audio Steganography dB to 142 dB
6 Dudhwal, Based on LSB 2021 LSB Method for 32 bit and
Asst Method 67 dB to 85 dB
for 16 bit
stereo files.
The Bit Error
Rate (BER)
comes out be in
the range 0.23
to 0.32 percent
for 32 bit and
0.018 to 0.028
percent for 16
bit files
The test results
on the fidelity
The Evaluation of aspect obtained
lham Image Messages in the AES or RC4 PSNR re_sults
. MP3 Audio encryption from the image
7 Firman . 2021 .
Ashari Stegan_o_graphy U5|_ng algorithm and the message on
Modified Low-Bit LSB method average above
Encoding 30 dB for
image sizes >
50 kB
Audio
steganography is
implemented based
on three main
A New Method to features: capacity, Igfef}:ggf;‘\sd
Estimate Peak Signal robustness, and
Muhammad to Noise Ratio for imperceptibility, 99.9% of
8 Harith Noor P B 2022 . ' accuracy in
Azami et Least S_lgn_lflcant Bit _but smulta_meously estimating
Modification Audio implementing them
al I PSNR values at
Steganography is still a challenge. different levels.
Embedding data at ’
the Least
SigniOd cant Bit
(LSB)
Various deep
learning
. algorithms
Crandan | Leaning Techniuet a generative provide a
9 2023 adversarial network better, more
Kumar et al for Image .
Steganography (GAN) efficient
approach to
achieving the
desired results
The
test results
IDENTIFYING GAN-ASF
OPTIMAL Generative achieves a
MESSAGE Adversarial performance
Muatam EMBEDDING Network?based ratio of 94.5 %
10 ed Haje LOCATION IN Audio accuracy ratio
ret al AUDIO Steganography 0f 96.2 %, an
STEGANOGRAPHY 2022 Framework (GAN- error rate of
USING ASF) 15.7 %, SNR
GENERATIVE And LSB Method 24.3 %,
ADVERSARIAL and an
NETWORKS efficiency ratio
0f94.8 %

4.Difficulties in GANs Caused by
Steganography Frameworks for Deep
Learning

GANs have the potential to yield astonishing outcomes,
but it may be challenging to train a stable network.

Because of the unpredictability that is built into the
training technique. When it comes to training models with
GAN:Ss, there are a few usual roadblocks to look out for.
The following is a summary of some of the most typical
issues that researchers could face when training GANs
models.

1. Unstable progress towards achieving a convergent state
that is stable for the model parameters. Convergence is the
most significant theoretical and practical challenge
associated with GANSs.

2. When training a GANs network, a key challenge that
many GANs models encounter is called "mode collapse.”
Mode collapse happens when the generator creates a limited
fraction of the potential distribution of samples from an
actual dataset. This might lead to unexpected results.

3. Reduced gradient: When the gradient completely
disappears while the network is being trained. The
discriminator network is performing incredibly well;
however, the generator network is struggling to learn as a
result of the gradient being removed. As a direct
consequence of this, overfitting problems manifest
themselves whenever there is an imbalance between the
generating networks and the discriminator networks.

Figure  (2) shows comparison  between
steganography, steganalysis and GAN structures
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Figure (3) shows Global concept of a GAN
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4.1Applications of GAN :- Figure (6) shows Product Design by using Gan
1- Art:-

GANs are used to generate realistic paintings such as the works
of Vincent Van Gogh or Rembrandt.

Figure (4) shows Art by using Gan

5. Directions for Future Studies
Deep learning-based steganography and stegananalysis
algorithms provide solutions to a number of problems that,
if tackled with more traditional methods, would be
impossible to solve. Nevertheless, as was said before, there
are still a number of issues that are not being dealt with in
an appropriate manner. We have published a detailed survey
that focuses on the most urgent difficulties in the field of
steganography in the hopes that it would be useful to
academics who are interested in building a deep learning
framework for steganography and steganographic analysis
systems. In addition, we presented an overview of the deep
learning architecture for picture steganography and
steganalysis. This included a discussion of pixel selection,
payload capacity, and embedding techniques, all of which
are essential topics for further research. As a result, it is to
everyone's advantage to examine these challenges as soon
as possible utilising methods of machine learning. In
addition, we discussed recent developments in deep learning
that might open the door to workable solutions and
presented a list of potential future research directions
pertaining to this subject area.
1) Do more research into deep learning models and systems
that are supported by theory, such as RNNs and Bayesian
neural networks. Make use of these technologies in the
conflict between steganography and steganalysis that you
will be utilising deep learning to resolve.
2) Conduct research into the clipping and compression
methods utilised in the existing Deep Learning framework
for steganographic analysis with enormous parameter and
size ranges. Make use of these discoveries to construct a.

3) steganographic analysis framework that is efficient despite
its small size and brevity The basis for steganography

2- Entertainment :-

GANSs can create DeepFakes or generate fictional characters
like Shrek or Harry Potte .

Figure (5) shows DeepFakes by using Gan

3- Product Design :-

GAN-generated images can be used in product design, analysis may now be constructed automatically using deep

allowing companies to visualize how products might perform learning. This was previously impossible. When developing

in different environments. a framework for deep learning steganographic analysis, it is
imperative that the human factor not be taken into account at
any point.

4) The embedding rates and levels of security provided
by the least distortion embedding framework and the deep
learning steganography framework are roughly equivalent.
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6. Conclusion

The purpose of this study was to provide a comprehensive
overview of the present state of the art about the use of deep
learning (DL) steganography to image and audio etc . Examine
recurring and one-of-a-kind problems, the strategies that
researchers have used to try to solve them, and the ways that
have been used to solve them; determine some of the
questionable future approaches, both in terms of the
applications they have and the improvements they offer to
everyday practice. We also discussed some of the most
important challenges and aspects of image steganography,
demonstrating how these challenges might be transformed into
lucrative new research fields. When using techniques of deep
learning to steganalysis and picture steganalysis, it has been
established that considerable progress may be achieved by
taking into consideration all of the benefits and downsides of
existing frameworks and This research demonstrates how
valuable Generative adversarial network-based deep learning
algorithms are for audio and image steganography. Recently,
generative adversarial networks, which are utilized for
steganography and steganalysis, have exhibited results that are
rather astoundingThis is true for both steganalysis and image
steganalysis.

References

[1] O. N. Kadhim, "A Chaos-Based Steganographic Approach

for Information Hiding," Master, Faculty of Computer

Science and Mathematics / University of Kufa, 2018.

[2] Alfred J. Menezes, Paul C. van Oorschot, and S. A.
Vanstone, Handbook of applied cryptography. Handb. Appl.
Cryptogr., 1996.

[3] W. Stallings, Cryptography and Network Security:
Principles and Practice, International Edition. Principles and
Practice, 2014.

[4] S. Pal and S. K. Bandyopadhyay, "VARIOUS METHODS
OF VIDEO STEGANOGRAPHY," International Journal of
Information Research and Review, vol. 3, no. 6, pp. 2569-
2573, 2016.

[5] W. Luo, F. Huang, and J. Huang, "Edge Adaptive Image
Steganography Based on LSB Matching Revisited," IEEE
TRANSACTIONS ON INFORMATION FORENSICS AND
SECURITY, vol. 5, no. 2, pp. 2201-214, 2010.

[6] K. Kaur and B. Kaur, "DWT-LSB Approach for Video
Steganography using Artificial Neural Network," International
Advanced Research Journal in Science, Engineering, and
Technology, vol. 5, no. 7, pp. 20-25, 2018.

[71 C.-K.Chan and L. M. Cheng, "Hiding data in images
by simple LSB substitution,”" Pattern Recognition, vol. 37,
no. 3, pp. 469-474, 2004.

[8] S. e. Abed, M. Al-Mutairi, A. Al-Watyan, O. Al- Mutairi,
W. AlEnizy, and A. Al-Noori, "An Automated Security
Approach of Video Steganography—Based LSB Using FPGA
Implementation,” Journal of Circuits, Systems and
Computers, vol. 28, no. 05, 2019.

138

[9] Jiachua Qin et al . [ Coverless Image Steganography
Based on Generative Adversarial Network] 2020.

[10] LANG CHEN et al [ Learning to Generate
Steganographic Cover for Audio Steganography Using GAN
] 2021.

[11] Dengpan Ye et al [ Heard More Than Heard: An Audio
Steganography Method Based on GAN ] 2019.

[12] Hariom Dudhwal, Asst. in [Audio Steganography Based
on LSB Method ] 2021.

[13] Gali Dileep kumar . et al in [ Multi-Stage Residual
Hiding for Image-Into-Audio Steganography ] 2022.

[14] Azza Dandooh. et al [ Secure audio signal
transmission based on color image watermarking ] 2021.
[15] Fang Cao. et al [ Separable Reversible Data Hiding

in Encrypted VQ-Encoded Images ] 2022 .

[16] Roshidi Din, Alaa Jabbar Qasim in [ Steganography
analysis techniques applied to audio and image files] 2019

[17] Z. Fouroozesh, "Image Steganography based on LSB in
Spatial Domain,” Master, Department of Computer Science
& Engineering College of Engineering Qatar University,
2014,

[18] M. S. Sharbaf, "Quantum Cryptography: An Emerging
Technology in Network Security," presented at the IEEE
International Conference on Technologies for Homeland
Security, 2011.

[19] F. Twum, J. B, and R. Apau, "Enhancing Data Security
using Video Steganography, RSA and Huffman Code
Algorithms with LSB Insertion,” International Journal of
Computer Applications, vol. 143, no. 4, pp. 28-36, 2016.
[20] L. Jiang, L. Rui, Y. Zhanxin, and H. Yahui, "The
Research on the Digital Short Radio Covert Communication
Based on Audio Signal Information Hiding Technology,"
presented at the Proc. - Int. Conf. Manag. Serv. Sci. MASS,
20009.

[21] R. Roy, S. Changder, A. Sarkar, and N. C. Debnath,
"Evaluating Image Steganography Techniques: Future
Research Challenges," presented at the Int. Conf. Comput.
Manag. Telecommun., 2013.

[22] A. Ibaida, I. Khalil, and D. Al-Shammary, "Embedding
Patients Confidential Data in ECG Signal For HealthCare
Information Systems,” presented at the 32nd Annual
International Conference of the IEEE EMBS, 2010.

[23] X. Wang and J. Ye, "Information Hiding Technology in
Electronic Notes System," presented at the 2010 International
Conference on E-Business and E-Government, 2010.

[24] H. Almara'beh, "Steganography Techniques - Data
Security Using Audio and Video," International Journal of
Advanced Research in Computer Science and Software
Engineering, vol. 6, no. 2, pp. 45-50, 2016.



Journal of Kufa for Mathematics and Computer

[25] B. Chandel and D. S. Jain, "Video Steganography: A
Survey," I0OSR Journal of Computer Engineering (IOSR-
JCE), vol. 18, no. 1, pp. 11-17, 2016.

[26] N. Singh and V. K. Yadav, "Trends in Digital Video
Steganography: A Survey," International Journal of
Computer Applications, vol. 169, no. 7, pp. 6-18, 2017.

[27] N. Akhtar, P. Johri, and S. Khan, "Enhancing the Security
and Quality of LSB Based Image Steganography,” presented
at the 2013 5th International Conference on Computational
Intelligence and Communication Networks, 2013.

[28] R. Radhakrishnan, M. Kharrazi, and N. Memon, "Data
Masking: A New Approach for Steganography?" Journal of
VLSI signal processing systems for signal, image and video
technology, vol. 41, no. 3, pp. 293-303, 2005.

[29] K. Muhammad, M. Sajjad, I. Mehmood, S. Rho, and
S. W. Baik, "A novel magic LSB substitution method (M-
LSB-SM) using multi-level encryption and achromatic
component of an image,” Multimedia Tools and Applications,
vol. 75, no. 22, pp. 14867-14893, 2015.

[30] J. Fridrich, M. Goljan, and D. Soukal, "Searching for
the Stego-Key," pp. 1-13, 2004.

[31] Abraham Ayegba Alfal et al . [ A Comparative
Study of Methods for Hiding Large Size Audio File in
Smaller Image Carriers ] 2019.

[32] Muhammad Harith Noor Azam1 et al [ A New Method to
Estimate Peak Signal to Noise Ratio for Least Significant Bit
Modification Audio Steganography ] 2022.

[33] 1lham Firman Ashari [ The Evaluation of Image Messages
in MP3 Audio Steganography Using Modified Low-Bit Encoding ]
2021.

[34] Muatamed Hajeret al [identifying optimal
message embedding location in audio steganography

using generative adversarial networks] 2022 .

[35] Chandan Kumar et al. [ Latest Trends in Deep Learning
Techniques for Image Steganography] 2023.

139

Vol.10, No.2, Aug., 2023, pp 132-139



