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Abstract

The growth of new imaging
technologies has created a need for
techniques that can be used for copyright
protection of digital images. In this paper,
a new and robust spread spectrum based
watermarking scheme has been proposed.
The proposed scheme depend on both
Discrete Wavelet Transform (DWT) and
Discrete Cosine Transform (DCT). First,
we decompose the image by DWT into a
single level. Then, the approximation part
is divided into blocks. The embedding is
done in an adaptive fashion depending on
the mean (M) of the block. A chaotic
sequence of real numbers, depends on a
secret key, is embedded as a watermark
in the DCT coefficients of the selected
blocks. Detection stage generates a
watermark which would be compared
with the origina watermark, by the
correlation measure, to determine the
existing of the watermark or not. Different
tests have been experimented to explain
the transparency and the robust of the
proposed scheme.

Keywords: Image watermarking, Wavel et
transform, Chaos theory, Transparency,
Unigueness of watermark.

1. Introduction

The need for watermarking of images
has gained importance in the past few
years [1, 2, 3], owing to the rapid growth
of such digitized media over the Internet.
Images can now easily be copied and
distributed, with little or no control of
ownership. Traditional encryption systems
exist, which allow only valid key-holders
to access data. However, once decrypted,

this data is again susceptible to unauthorized
reproduction.

Therefore, digital watermarking schemes are
needed in order to serve as standalone or
complementary copyright protection systems.
A digital watermark is a secret code carrying
identification information about the copyright
owner or creator. Generally, a watermark is
embedded such that it isinvisible. In order to
be effective, a watermark should satisfy
certain basic criteria

Transparency: The watermark should not
degrade or affect the image quality in any
perceptible manner.

Robustness: It should be resistant to attacks,
both intentional and unintentional, such as
digital-to-analog conversion, analog-to-digital
conversion, resampling, requantization and
compression distortion (e.g. JPEG).

False positive rate (uniqueness of watermark):
A false positive is a detection of a watermark
in an image that does not actually contain that
watermark.

Two major applications of digital
watermarking are copyright protection
(proving ownership of data) and data
authentication (for use as evidence against
crimes). In such cases, the data needs to be
proved reliable and unmodified. Current
techniques for watermarking concentrate
mainly on images and can be classified into
two groups. Thefirst group is based on spatia
domain techniques, which embed the
watermark by directly modifying the pixel
values in the image. The second group
comprises of transform domain methods,
which embed the watermark by modulating
the transform domain coefficients of the data.
The transform methods are more complex, but
more robust than the spatial methods [1].
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Many watermarking algorithms have been
proposed in recent years. In related
works, Cox et a [4] realized that in order
to obtan a robust watermark, the
watermark should be embedded in the low
frequency components of the image. They
argue that the most common image
processing operations mainly change the
high frequency components. Moreover, if
low frequency components are changed,
the image quality is degraded and the
watermark becomes meaningless.
Drawback of Cox et a is its complexity,
as the global DCT is performed before
embedding the watermark. Xia et a [5]
the basic idea of Cox et a is extended to
DWT, and the watermark is embedded in
the largest coefficients of the high
frequency subbands. The multiresolution
nature of wavelet transform is exploited to
obtain perceptualy invisible watermark.
However, embedding the watermark in
high frequency subbands makes this
technigue vulnerable to attacks such as
compression and lowpass filtering.
Improvements in performance can be
obtained by exploiting the characteristics
of the human visual system (HVYS) in the
watermarking process [6, 7].

Using the visual mask, the watermark is
embedded in detail subbands at the first level
of the decomposition [7]. Robustness to
attacks that remove high frequency
components of the image is achieved by
embedding the watermark in the low
frequency components [8].
The rest of the paper is organized as follows:
Section 2 provide an overview of chaos
system. Wavelet transform is presented in
Section 3. Section 4 details our based
watermarking scheme. In  Section 5,
experimental results has been discussed.
While the conclusion marks are listed in
Section 6.
2. Chaos Theory

Chaos is a ubiquitous phenomenon existing
in deterministic nonlinear systems that exhibit
extreme sensitivity to initial conditions and
have random-like behaviors. Since its
discovery by Lorenz E. N. in 1963 [9], chaos
theory has become a new branch of scientific
studies today such as in cryptography. For
simplicity, one-dimensional maps are
discussed. Consider a discrete dynamical
system in the general form of:

X =f (X), f:l—l, % €l (1)

where f is a continuous map on the
interval
| = [0, 1]. The most important feature of
the chaotic system is its sengitivity to the
initial conditions[10].

316 >0, VX, el, >0 dne N, y, el
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The sensitivity to initial conditions of Where xp isinitial condition, A and B are two
chaos is commonly utilized for the keys of parameters, 0 > | >= L (length of the
y & sequence). We set A = 0.5, B = 4. Figure(1)
cryptosystems. In this paper, the chaotic explain the great difference between two
Logistic map has been used. It is defined SEqUENCes generated by very similer initia
conditions.
asfollows[10]:
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Figure (1): a) chaotic of length 64 generated by X, =-0.33.
b) chaotic of length 64 generated by Xo=-0.34.
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2. Wavelet Transform

The discrete wavelet transform is
used to transform image signal from
gpatial domain to wavelet domain.
The wavelet transform performs an
octave subband decomposition of an
image. The output of the first analysis
stage is the low-low (LL) subband (an
approximation of the original image),
which is the most important part, since
it holds the low frequency content; the
high-low (HL) subband (the horizontal
detail); the low-high (LH) subband
(the vertical detail); and the high-high
(HH) subband (the diagonal detail) are
together hold the high frequency, as
shown in Figure (2). The LL subband
can be decomposed to produce
multiple scale wavel et decomposition.

Wavelet decomposition for birds’s image
in 1-level of wavelet transform using
Haar filter is shown in Figure (3). The
origina signal can be reconstructed by
applying inverse DWT (IDWT) on those
coefficients. More information about wavelet
transform can be found in [11, 12].

One of the many advantages over the
wavelet transform isthat it isbelieved to
more accurately model aspects of the HVS
as compared to the DCT [13]. Thisallow us
to embed high energy watermarksin the
regions that the HV S less sensitive to it, such
as detail bands{LH, HL, HH}. And embed
robust watermarks in the approximation band
{LL}.

LL

(Approximation)

HL
(Horizontal)

LH
(Vertica)

HH
(Diagonal)

Figure (2) : Wavelet Subband Images of 2-D, 1-level.

Figure (3): The original image and 1-level wavelet decomposition of

birds'simage.
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4. The Proposed Water marking Scheme

The model of our scheme is given in
Figure (4). The inputs of the system are
watermark (W), which is a sequence of
chaotic real numbers. The watermark
generated depending on the initia
condition (key) to achieve  system
security. The x is the original input
image. In the first stage, the watermark
(W) is embedded in the cover (x) (host
image) to produce the watermarked image
(y). Which is transmitted over the
channel. This accounts for al the
manipulations the watermarked image
may undergo after embedding stage.

After the watermarked image (y) has passed
through channel, it enters the detector, whose
scope is to retrieve the hidden information.
Beside the watermarked image, inputs to the
detector are: the key used in the process of
embedding the original image (x) and the
origina watermark (W). The output of the
watermark recovery process is the recovered
watermark (W), which is compared with W
to decideif it equal to W or not .

"

—® Watermark | vy Channel
—= »{ Embedding

A\ 4

R Watermark
Detection | W Yes/No

- 1]

Attack Processing
Figure (4): Model of the proposed watermarking scheme.

Embedding Steps

The proposed embedding agorithm
consist of the following steps:
1- Generate the watermark sequence (W),
whichis chaotic real numbers generated

using equation (3). W = {wj, wy, ....,
w .} where L is the length of the
watermark

sequence, which is equal to 64. The
input key is Xo.

2- The original image (x) is decomposed
into 1-level by using DWT as in Figure
2.

1 n
L .
_ng‘gl

TX Tkey

In our approach, the watermark will be
embedded in the only approximation

part (LL), for more robust.
3- Divide the approximation part into blocks
of the same size (8x8).

4- Compute the mean (M) for each block,
which is computed as follows:

(4
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where g is the 1-D vector of the entered
block, n is the vector length 64.

Figure (5) explan the M of the
approximation (LL) blocks (8x8) of
birdss image.

5- Select only the blocks that have M
higher than a given threshold value
(Thr).

V. =V, +aw,

where V; is the 1-D vector of the original
DCT coeffiecints, V' is the adjested
coefficients, and a is the scalling factor
(determines watermark strength).

6- For each selected block, compute the
DCT, then embed the watermark W to
DCT coefficients as follows:

..(5),

7- Compute the inverse DCT for each

watermarked block.

8- Reconstruct the image through synthesis
the approximation and the details by
using the inveres DWT (IDWT) to
obtain the watermarked image (y).
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Figure (5): Mean of the approximation blocks of birds'simage
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Detection Steps
The proposed detection algorithm

consist of the following steps:

1- Generate the same watermark W
using the same secret key that has
been used in
step (1) of the embedding steps.

2- Decompose the watermarked image
y, and the original image x into 1-
level using DWT.

3- Divide the approximation part of
image y, and image x into blocks of
the same size (8x8).

4- Select any block By has an M higher
than threshold from the blocks of image
y. And select any block Bx also has an
higher M from the blocks of image x.

5- Compute the DCT coefficients Bx',By'
for the blocks Bx and By, respectively.

Compute the reconstructed watermark W' by
subtract By' from By,

W'=By'-Bx'.
6- Compare W and W' using the correlation (R) as the similarity measure, is computed as:
ZM/i _A)(\N Ii _B)
R = izl ...(7),
JW, —A)W | -B)?

where A=mean(W), B=mean(W"), nis vector length.

7- Detection is successful if the R value exceeds experimentally determined threshold of

0.6.

Experiment Results

To show the robustness of the
oposed algorithm under common image
processing operations, such, we have
acessed the watermarked image using the
following operations: the transparency of
bedded data, the uniqueness of watermark,
and the compression [14].

To measure the similarity between the
original image x and the watermarked image
y, PSNR measure has been used [15]. Typical
PSNR values ranges between 20 and 40
decibels (dB). In this paper, different
experiments has been tested to explain the
robust and the transparency of the proposed
watermarking scheme. In al experiments,
birdss image has been used as a cover (an
gray level image of size [256x256]), and the
watermark of Figure (1 (a)), so, key = Xo
= - 0.33. Haar filter has been used in DWT. a
issetto 0.5.
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(periment 1

In this experiment, the transparency
has been tested for different threshold
values (Thr). In Table (1), different
thresholds have been used. First column
gives the threshold value, the second
column gives PSNR

Table (1): Experimental results for different thresholds

Thr

PSNR (dB)

375

34.8212

400

37.1620

425

39.5924

450

45.6130

Experiment 2

In this experiment, the uniqueness of
watermark has been tested. 500 random
watermarks were generated, out of which
only one matched the origina watermark.
The output of the detector is shown in
Figure (6).

The response of the correct watermark is
0.7601, which is much stronger than the
threshold value of 0.6. This indicates that the
proposed agorithm has very low false
positive response rates.

0ar

Db

Detector response

-0.4 L L
05 045 04 035

02r
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I L I L
0.3 02 -02 -015 -0

1
1 -005 ]

Random watermarks
Figure (6): Uniqueness of watermark
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Experiment 3

In this experiment, the compression
distortion has been tested. The
watermarked image has been compressed
by using the hard-compression technique,
which depends on the wavelet transform.
More information about this technique in
[16].

Experiment 4

In this experiment, our
embedding has been compared to
the only DCT-based watermarking
scheme.

The detector  output 0.7601 when the
watermarked image compressed in 80, 100,
and 120 threshold values. Figure (7) explain
the compressed cover in 80 threshold, which
explain the resistance of the proposed
scheme against compression attack.

(b)
Figure (7): (a) original image, (b) Compressed watermarked
image in 80 threshold value

In Table (2), different thresholds have been
used. From Table (2), we notice the lower
PSNR than the proposed schemein Table (1).

Table (2): Experimental results for different thresholds values to only the
DCT-based watermarking scheme.

Thr

PSNR (dB)

150

22.9648

175

25.0822

200

29.1785

225

34.8212
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5. Conclusions

Experimental results show that the
oposed agorithm is robust to common
lage processing operations such as, the
nsparency of embedded data, the
iqueness of watermark, and the
mpression.

We have presented a new, robust
wavelet — DCT - based watermarking

Based on the results obtained and detailed
in the previous sections, we include the
following:

e During our experiment 1, we find that as
the threshold value is increased, the
PSNR value is increased (the No. of the
selected blocks is decreased) and vice
versa. Figure (8) shows PSNR versus the

scheme , based on spread spectrum threshold value to wavelet-DCT-based
approach. watermarking scheme.
FSMR WS threshold value
EI:I ] L] L L T T T
__45F —A
I:I:I -
= —
% 40 F i o ——F 7
Tt oe-— -
3|:| 1 1 1 I 1 1 1
370 360 3490 400 410 420 430 440 450

The threshold value

Figure (8): PSNR versus threshold value for birds'simage.

The proposed scheme is shown to

be resistant against false positive
rate. So, 500 random watermarks
were generated, out of which only

one matched the origina
watermark as shown in experiment
2.

Figure (7) explain the compressed cover
in 80 threshold, which explain the

resistance of the proposed
scheme against compression

attack.
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Our scheme has very high PSNR than

only DCT-based method as in
experiments 1land 4. Thus, the use of
wavelet  transform  makes  the
watermarked images more robustness
and transparency embedded data in
the cover.
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