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Abstract— In this study, Multiple-Chaotic maps were merged by using multiplicative-additive form to generate the 

chaotic sequences which are used to track the addresses of shuffled bits in steganography. Three techniques are 

introduced for image steganography in the spatial domain. The first system is based on the well-known LSB 

technique, the second system is based on looking for the identical bits between the secret message and the cover 

image and the third system is based on the concept of LSB substitution, it is employed the mapping of secret data bits 

with cover pixel bits.  It was tested and evaluated security levels for the proposed techniques by using the Peak 

Signal-to-Noise Ratio (PSNR), Mean Square Error (MSE), histogram analysis and correlative analysis and tested the 

Chaotic sequences generated by using correlation, Lypaunov exponents, Poincaré section and 0-1Test. The results 

show that the proposed methods perform better than existed systems. 
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I. INTRODUCTION  

The digitization is becoming unusually energetic in 

everything; Digital data is appearing everywhere at the present 

time [1].  In the secure communications, steganography is 

playing important role. As result, it is becoming one of 

interesting research in the data hiding. Digital data can be 

transmitted by communications media, but the 

communications media may not secure, data may be 

manipulated and detected that is dangerous impact on social 

and personal life [2]. 

Therefore, it should add a concept that increases the security 

of data as an additional security dimension, because security 

and integrity of data are important [3]. For the security of 

digital data, the existed proposed methods must have 

developed to protect and secure the digital data.   

Chaos theory is considered a hot topic in the recent decades 

because it has the following unique characteristics: 

Deterministic, sensitivity to initial conditions and parameters 

and ergodicity. It is used to provide a high level of security in 

steganography [4].   

II. RELATED WORKS  

Many researchers have used chaos theory to increase the level 

of security. It was hidden a grayscale image in a colored cover 

image in the two least significant bits of the red channel [5]. 

Secret data is embedded by using the Tent map or Baker's map 

for determining the locations in the cover image. In [2] the 

proposed method showed that the secret data has hidden by 

using the 3D chaotic map (LCA map). It is selected random 

couple elements (c,d) and selected pixel at (ic , jc , kc),(id , jd , 

kd). The selected pixel divides into MSB and LSB, then it 

hides the LSB of secret data in LSB of (ic , jc , kc) and MSB 

of secret data in LSB of (id , jd , kd). In this proposed 

algorithm [6], it uses the LSB method to embed secret data, 

where the cover image divide into two parts: upper and lower. 

It employs the chaotic maps to determine the locations in two 

part for hiding the secret data, row number is determined by 

the TDERCS map, whereas the column number is determined 

by the NCA and logistic map is used to determine a frame 

number. In above proposed methods, a number of chaotic 

maps have been used to increase the security against the 

attacks especially if there is a suspicion of the secret data. 

III. CHAOTIC MAPS 

Chaotic systems are characterized the sensitive to change the 

initial conditions or parameters, a small changing of the initial 

condition can cause a large effect in the results. Chaotic maps 

can be employed in the steganography due to the fact that they 

have statistically powerful features.  There are many maps that 

generating chaotic behaviors such as the Logistic map, Tent 

map and Quadratic map [7] [4] [5].   

The Logistic map defined by: 

        (    )         (1) 
Where     ∈ (0, 1) and 3.5699 <   ≤ 4, it is chaotic behavior. 
The Tent map where        and parameter      (all 

positive) defined by: 
     

  

 
                           ( ) 
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The Quadratic map is defined as follows:  

          
        (4) 

where   is the chaotic parameter and n is a number of 

iterations;   ∈         .  

IV. CHAOTIC SEQUENCES GENERATION BY USING 

MULTIPLE CHAOTIC MAPS 

For increasing security level, Multiple Chaotic maps are used 

by merging each other instead of using a one chaotic map to 

generate chaotic sequence for hiding data.  Three chaotic maps 

are used in multiplicative-additive form as given below.  

   (     (   )  )      

where    chaotic sequence of specific chaotic map,    chaotic 

sequence of specific chaotic map,    chaotic sequence of 

specific chaotic map,    new chaotic sequence by merging 

chaotic maps and   constant to increase the complex the 

equation and the value 0 < d < 1. 

After it was generating sequences, it must be tested to know 

the sequences generated either chaotic or not. For knowing 

randomness in sequences generated or no, it is generated 

Gaussian noise to compare correlation of sequences generated 

with correlation of Gaussian noise as shown Fig (1). For better 

security, the shape of chaotic maps correlation should be a 

delta function. Hence, not all chaotic maps give noise-like 

chaos. There is randomness if a delta spike exists within a 

symmetric shape correlation as shown in Fig (2). 

 

Fig.  1 Correlation of the Gaussian Noise 

 

Fig.  2 Correlation of Quadratic chaotic sequence added with Tent 
chaotic sequence then multiplied by Logistic chaotic sequence with 
different initial condition in multiplicative-additive form. 

V. THE CHARACTERISTIC ANALYSIS METHODS 

FOR CHAOTIC SEQUENCES 

Chaotic characteristics of a nonlinear system can be 

determined by many methods such as Lyapunov exponent, 

Poincaré section and 0–1 test. 

Lyapunov exponent value is either negative, positive or zero. 

In the case of negative values, the system is not chaotic. 

Positive values, the system is chaotic which is sensitive to the 

initial conditions and zero means that the stable system [8] [9]. 

Lyapunov exponent defined is:   

   
         

 

 
∑   |  (  )|

 
       (5) 

where    is the derivative of the function  . 

Poincaré section of dynamic system is chaotic when dynamic 

system has pieces of dense points which are characterized a 

fractal structure [10] [11].  

The 0-1Test of dynamical system is chaotic if trajectories are 

Brownian, otherwise it is regular dynamics [10] [12]. 

It has been shown that all the sequences that have been 

merged have chaotic characteristics as shown Fig (3), Fig (4) 

and Fig (5).  

 

 
Fig.  3 Lyapunov exponents of Quadratic chaotic sequence added with 
the Tent chaotic sequence then multiplied by the Logistic chaotic 
sequence with different initial condition in a multiplicative-additive form. 
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Fig.  4 Poincaré section of Quadratic chaotic sequence added with the 
Tent chaotic sequence then multiplied by the Logistic chaotic sequence 
with different initial condition in a multiplicative-additive form. 

 
Fig.  5 0-1 Test of Quadratic chaotic sequence added with the Tent 
chaotic sequence then multiplied by the Logistic chaotic sequence with 
different initial condition in a multiplicative-additive form. 

VI. DUPLICATE ADDRESSES PROCESSING OF 

CHAOTIC SEQUENCE 

when it is modified chaotic sequences generated (real 

numbers) to get integers that will be used to specify the new 

pixel addresses in the cover image, there will be a problem 

which is the duplicate addresses and it can be solved by 

adding one to the following addresses to avoid duplication. To 

determine whether the attributes of the sequences have 

changed or not after modified and removed duplication, it is 

tested by the autocorrelation of the real chaos signal and the 

autocorrelation of an integer chaos signal. it can be shown in 

Fig (6) how the attributes of correlation have unchanged [4]. 

I. THE LSB STEGANOGRAPHY TECHNIQUE 

The LSB steganography is one of the methods in spatial 

domain. Least significant bits (LSBs) of cover image are 

replaced with bits of the secret data. It is selected pixel of 

cover image either sequential or random, where the sequential 

selection of the pixels in the cover image causes a decrease in 

the security level, as result the random selection is preferred 

due to provide high security. There are two types of LSB 

steganography technique: the LSB substitution and LSB-

matching. In the LSB-substitution, the pixel value can be 

increased and decreased or left without changing. In the LSB-

matching method, a bit of secret data is the matched the LSBs 

of the cover image pixel. If it is matching so no occurred 

changing, otherwise a pixel value is increased and decreased. 

[13], [14]. 

 
Fig.  6 The autocorrelation of Quadratic chaotic sequence added with 
Tent chaotic sequence then multiplied by Logistic chaotic sequence with 
different initial condition in multiplicative-additive form.   
(a) correlation of real chaos (b) correlation of integer chaos. 

II. THE PROPOSED SYSTEM 

According to the addresses which were generated by merging 

multiple chaotic maps, three expanded systems are proposed a 

Multiplicative-Additive Chaotic LSB method, a 

Multiplicative-Additive Chaotic Identical Bits Method, and a 

Multiplicative-Additive Chaotic Data Mapping and LSB 

Substitution method. 

 

 

 
 

Fig.  7 Block diagram of the proposed system 

 

III. A MULTIPLICATIVE-ADDITIVE CHAOTIC 

LSB STEGANOGRAPHY 

The proposed system uses multiple chaotic maps merged to 

generate integer chaotic to select the pixel addresses of the 

cover image for embedding the secret message. The 

parameters of the chaotic maps and the method of integrating 
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chaotic sequences are secret keys known only to the sender 

and receiver. The attacker cannot detect the existence of a 

secret message without knowing these secret keys. The 

proposed system is divided into two processes; a 

Multiplicative-Additive Chaotic -LSB embedding and a 

Multiplicative-Additive Chaotic -LSB retrieving.  

IV. A MULTIPLICATIVE-ADDITIVE CHAOTIC -

IDENTICAL-BITS STEGANOGRAPHY  

This technique [15] is based on searching the identical bits 

between the cover image bits and the secret message bits. If 

there are not identical bits, secret message bits are hidden in 

2LSBs of the cover image. This provides a security level more 

than traditional LSB technique. The proposed system uses 

multiple chaotic maps merged to generate chaotic addresses, 

to select the pixel addresses of the cover image for embedding 

the secret message. The proposed system is divided into two 

processes; a Multiplicative-Additive Chaotic -Identical-Bits 

embedding and a Multiplicative-Additive Chaotic -Identical-

Bits Retrieving.  

V. A MULTIPLICATIVE-ADDITIVE CHAOTIC 

DATA MAPPING AND LSB SUBSTITUTION 

In the method which is discussed in [16], the first cover pixel 

bits and secret data bits were divided into pairs. Next, in the 

embedding process, these pairs of four secret data bits were 

mapped with the 4-MSBs of cover pixel bits. The 2LSB 

substitution is employed to maintain the mapping status 

between the cover and secret data. The proposed system uses 

multiple chaotic maps merged to generate integer chaotic to 

select the pixel addresses of the cover image for embedding 

the secret message. 

VI. QUALITY MEASURES 

There are different types of measurements to measure the 

visual quality for steganography (ex. MSE, PSNR) [17]. The 

MSE illustrates the square of error between cover image and 

stego image, MSE measures the distortion in image. The 

PSNR is a ratio of the extreme signal to noise power between 

the stego image and the cover image, PSNR measures the 

quality of the image. The MSE and PSNR define by: 

    
 

   
∑ (     )

    
                 (6) 

              
    

   
                 (7) 

Where    represents cover pixel value;    represents stego 

pixel value,    : represent the height and width of cover 

the image,     = maximum pixel intensity value that is 255. 

According to the results in Table (1) and Table (2), the two 

proposed systems are better quality and higher security than 

chaotic LSBs and chaotic identical bits techniques in [4] due 

to provide a balance between quality and security. We note 

that the proposed a Multiplicative-Additive Chaotic Identical-

Bits technique is better than the proposed a Multiplicative-

Additive Chaotic -Data Mapping and LSB Substitution and a 

Multiplicative-Additive Chaotic -LSB technique.  

The size ratio Rm between message size and cover size can be 

calculated on various sizes of the secret image (cell.tif image 5 

* 5, 10 * 10, 20 * 20, 30 * 30) by the following equation (8):  

   
            

               
            (8) 

The relationship between the size ratio Rm and the PSNR is 

the reverse, that is meaning the size ratio Rm increases, PSNR 

decreases but the size ratio Rm increases, MSE increases as 

shown in Fig. (8) and Fig. (9). 

 
Table 1 Comparison the value of PSNR and MSE between Chaotic-2LSB 
technique in [4] and Proposed a Multiplicative-Additive Chaotic -2LSB 

technique implemented in this work when hiding an image of size (100*100) 

 Chaotic-2LSB 

technique in [4] 

Proposed a 

Multiplicative-

Additive Chaotic 

-2LSB 

Cover image Cover size PSNR MSE PSNR MSE 

Toysnoflash.png 912x684 55.9020 0.1671 55.9109 0.1667 

lighthouse.png 480x640 52.8613 0.3365 52.8554 0.3369 

yellowlily.jpg 1224x1632 60.9381 0.0524 60.9703 0.0520 

flamingos.jpg 1296x972 58.9762 0.0823 58.9876 0.0821 

 

 

 

Table 2 Comparison the value of PSNR and MSE between Chaotic identical-

bits technique in [4] and Proposed a Multiplicative-Additive Chaotic 
identical-bits technique implemented in this work when hiding an image of 

size (100*100) 

 Chaotic identical-

bits technique in 

[4] 

Proposed a 

Multiplicative-

Additive Chaotic 

identical-bits 

Cover image Cover size PSNR MSE PSNR MSE 

Toysnoflash.png 912x684 31.0867 50.6302 60.2564 0.0613 

lighthouse.png 480x640 27.1865 124.2897 57.3885 0.1186 

yellowlily.jpg 1224x1632 34.9057 21.0142 64.7120 0.0220 

flamingos.jpg 1296x972 34.3944 23.6394 64.2851 0.0242 

 

Table 3 Comparison the value of PSNR and MSE between proposed Chaotic 
Data Mapping and LSB Substitution and Proposed a Multiplicative-Additive 

Chaotic - Data Mapping and LSB Substitution technique implemented in this 

work when hiding an image of size (100*100) 

 Chaotic-Data 

Mapping and 

LSB 

Substitution 

Proposed a 

Multiplicative-

Additive Chaotic 

- Data Mapping 

and LSB 

Substitution 

Cover image Cover size PSNR MSE PSNR MSE 

Toysnoflash.png 912x684 50.4663 0.5840 52.0459 0.4060 

lighthouse.png 480x640 50.6059 0.5656 61.1042 0.0504 

yellowlily.jpg 1224x1632 58.1773 0.0989 64.3300 0.0240 

flamingos.jpg 1296x972 55.7706 0.1722 62.0901 0.0402 
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Fig.  8 The size ratio Vs. PSNR by applying:  
(a) Chaotic identical-bits and a Multiplicative-Additive Chaotic identical-
bits. 
(b) Chaotic LSB and Multiple-chaotic LSB. 
(c) a Multiplicative-Additive Chaotic - Data Mapping and LSB 
Substitution and Chaotic Data Mapping and LSB Substitution technique. 
(d) all proposed method 

 

 

 

 

 
Fig.  9 The size ratio Vs. MSE by applying: 
 (a) Chaotic identical-bits and a Multiplicative-Additive Chaotic 
identical-bits. 
(b) Chaotic LSB and Multiple-chaotic LSB. 
(c) a Multiplicative-Additive Chaotic - Data Mapping and LSB 
Substitution and Chaotic Data Mapping and LSB Substitution technique. 
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(d) all proposed method 

 

VII. HISTOGRAM ANALYSIS 

Histogram can be determined using the distribution of pixels 

by comparing both stego and cover image. Fig. (10), Fig. (11) 

and Fig (12) show the histogram of cover and stego images 

when applying the proposed a Multiplicative-Additive Chaotic 

-LSB technique, a Multiplicative-Additive Chaotic -identical 

bits technique and Proposed a Multiplicative-Additive Chaotic 

- Data Mapping and LSB Substitution technique. We note 

little distortion after the secret message is embedding into the 

cover image except a Multiplicative-Additive Chaotic - Data 

Mapping and LSB Substitution technique. 

 
Fig.  10 Histogram analysis for original image (Toysnoflash) and stego 
image when applying a Multiplicative-Additive Chaotic identical-bits.   

 

 
Fig.  11 Histogram analysis for original image (Toysnoflash) and stego 
image when applying a Multiplicative-Additive Chaotic 2LSB. 

 

 
Fig.  12 Histogram analysis for original image (Toysnoflash) and stego 
image when applying a Multiplicative-Additive Chaotic Data Mapping 
and LSB Substitution. 
 

VIII. CORRELATIVE ANALYSIS 

The correlation between two contiguous pixels (horizontal, 

vertical and diagonal) is calculated by selecting 5000 pairs of 

contiguous pixels random from the cover image and the stego 

images. It can be computed by the following equations: 

    
   (   )

√ ( )    √ ( )
                                                     (9) 

   (   )   (    )(    )                               (10) 

    
 

 
∑   

 
                                                               (11) 

 ( )   
 

 
∑ (     )

  
                                           (12) 

   (   )  
 

 
∑ (       )(         )

 
             (13) 

where, x and y are the intensity values of two adjacent pixels 

and N is the total number of pixels in the image. Fig. (13), Fig. 

(14) and Fig. (15) show the correlation between two adjacent 

pixels of the cover image (Toysnoflash) and stego image after 

embedding the secret image (cell) by the proposed a 

Multiplicative-Additive Chaotic -LSB, a Multiplicative-

Additive Chaotic identical bits technique and a Multiplicative-

Additive Chaotic - Data Mapping and LSB Substitution 

technique. There is no significant difference in correlation 

coefficient after embedding. This indicates a high security 

level. 
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Fig.  13 Correlation of adjacent pixels (vertical and horizontal) in the a 
Multiplicative-Additive Chaotic Identical-Bits technique 
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Fig.  14 Correlation of adjacent pixels (vertical and horizontal) in the a 
Multiplicative-Additive Chaotic 2LSB technique. 

 

 

 

 

 
Fig.  15 Correlation of adjacent pixels (vertical and horizontal) in the 
Multiplicative - Additive Chaotic - Data Mapping and LSB Substitution 
technique. 

IX. FUTURE DIRECTIONS 

The approach would be tested under noise and 

attenuation types, e.g. Rayleigh fading [18]. The 

approach can also be tested under the conditions of other 

channels models such as Nakagami or geometrical 

models as in [18] [19] [20] [21], in addition to testing 

under the method of OFDM [22] [23] and testing under 

the integration of chaos with OFDM and space-time 

coding [24]. Testing the robustness of the approach for 

compressed data over OFDM could also be handled 

[25]. 

X. CONCLUSION 

In this paper, three systems are used to hide information in the 

spatial domain. These systems rely on well-known LSB, the 

identical bits and data mapping and LSB substitution. The new 

systems have improved upon the latest approach to applying 

chaos theory for address shuffling, as they have created a new 

security dimension by combining multiple chaos maps 

according to Multiplicative-Additive Chaotic form for 

generating chaotic sequences with better chaotic properties. 
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These sequences increase the chaotic range of available 

parameters and are secure against attacks even if there is a 

suspicion of a secret message. Several performance measures 

have been considered to test security levels, such as histogram 

analysis, PSNR, and correlative analysis. The results show that 

the proposed systems have a much higher level of security 

than their conventional counterparts. It can be pointed out that 

the proposed approach is versatile as it can be added to other 

steganography systems to improve their security. 
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