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Considering the rapid development of digital communications
technologies and the massive distribution of multimedia images, the need to
prevent sensitive content of images to unlawful use has become a core
requirement. The same can be applied to medical imaging, as intensity values
and spatial positioning of adjacent pixels are strongly interdependent. The
described technique modifies the natural pixel correlation by increasing the
positional and intensity entropy with the help of row and column permutation.
Experimental tests proved that the algorithm is able to encode and decode
pictures with a private key without any danger. Even though the encryption
algorithm is computationally efficient and easy to execute, it is invulnerable
to possible cryptographic attacks. The investigation utilized a range of
performance indicators, such as Encryption Duration (ET), Decryption
Duration (DT), and the Information Entropy of the original image (Eo).
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1. INTRODUCTION

Telemedicine has emerged as a
fast-developing field that allows
healthcare provision within distances
without the need to have a physical
presence of a patient and/or a medical
practitioner [1,2]. Imaging diagnostic
data and  confidential  patient
information are frequently shared
through internet based systems or
mobile phone communication systems
[3,4,5]. In order to sustain sophisticated
medical facilities, a secure and small
network of storing clinical images is
necessary that only the verified
individuals should have access to it, no
matter where in the world they are
based on[6,7,8]. Nevertheless, much of
the available literature has been
dedicated to the development of
computational advances to enhance
patient  outcomes, advances in
protecting vulnerable medical
information in transit and storage has
been relatively slow[9]. Encryption
procedures that make the data
inaccessible to any unauthorized party
without the relevant decryption keys are
one of the efficient measures of
securing medical images [10,11,12]. As
the digital communication technologies
are growing, the communication of text
and images over the public networks
has been raised escalated. Thus, a
reliable and efficient cryptographic
solution is essential to protect image

data through transmission and storage
[13,14]. Image encryption converts the
original visual representation into
unintelligible form, which can only be
read by the user with the appropriate
decryption key and algorithm [15,16].
An  effective  encryption model
generally involves several steps that
include pixel permutation, value
replacement, diffusion and confusion to
increase  security. Encryption is
generally advised to offer the following
fundamental objectives; authenticity,
[17,18,19,20,21] confidentiality, data
integrity, and non-repudiation in the
medical field; the diagnostic imagery
should not be accessible to
unauthorized party [22]. This study
presents a novel encryption approach
based on row and column permutation,
applied to grayscale and coloured MRI
scans.

2. Image
Scrambling

Encryption  Using

Image scrambling is the process of
arbitrarily rearranging pixels to render
the image visually unintelligible and
disrupt the correlation between
neighbouring pixels. Typically, the
pixel values remain unaltered during the
scrambling  process.[23]  Bit-level
scrambling and pixel-level scrambling
are among the numerous varieties of
scrambling. Because it does not
necessitate any additional internal
operations, such as converting pixels to
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binary as in the bit-level method, the
pixel level method is simpler to
implement. However, it may not
effectively scramble image pixels, as it
may rely solely on changing the
locations of the image pixels.[24] The
scrambling algorithm is an effective
method for securing digital images by
rearranging pixels or their values in a
way that mimics randomness, making it
difficult to recover the original image
without the encryption key. [25]

3.Literature Survey

In 2018 Mondal, studied on
different cryptographic scrambling
techniques was presented. The study
included matrix based, Fibonacci series
based, and key based scrambling
techniques, [26]in 2019 Sivabalan and
Balakrishnan, proposed method deeply
focuses on encrypting and decrypting
the file contents using session based
keys, [27].in 2020 Gutierrez researched
explore and analyze the scrambling
processes used in code based
cryptography [28]In 2021 Abdulateef
suggested New image encryption
methods such as Stage Scrambling and
Slant Transform are allowing images to
be scaled in new and powerful ways
Slant  Transform image coding
possesses a “discrete saw tooth-like
basis  vector  which efficiently
represents linear brightness variations
along an image line [ 29]in 2022 Mattar
et al ,proposes a simple new method for
scrambling gray images using a Chaotic
Logistic Map and pixel-level rotation.
[30] in 2023 Thomas et al, suggested a
chaotic encryption system combined
with two-pass Block-XOR operations

followed by scrambling techniques is
proposed to encrypt grayscale images,
thus ensuring their security against
malicious attacks. Plaintext images
contain large amounts of sensitive
information, [31] in 2024 Abdel
Hameed, use of 9-dimensional chaotic
systems and 3-dimensional bit-level
substitutions for secure colour image
encryption. [32]

4. Image Quality Measures

Image-quality evaluations
“Evaluation metrics” are crucial to
determining ~ whether an  image

encryption technology is effective [33].
4.1 Signal to Noise Ratio (SNR)

SNR is the ratio of the desired
information or the power of a signal to
the undesired signal or the power of the
background noise. It is frequently
abbreviated as S/N or SNR and is
typically expressed in  decibels
(dB)[34]. - The SNR index is indicated
by:

SNR (1)

(G

TR (G ) = ()
Where;

Io(1,j) the original image
Ip(1,j) decrypted image.
M and N pixel coordinates

4.2 Mean Signal to Noise Ratio
(MSNR)

MSNR the ratio of the original
signal power to the noise (error) power
[35]. Is what determining this:
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MSNR
1 ..
MW 2 Xj= loG )P | ()
B MSE
Where;

Io(1,j) the original image
MSE is the mean squared error

4.3 Number of Pixel Change Rate
(NPCR)

NPCR are designed to test the
number of changing pixels between two
encrypted images NPCR can be
computed as follows:

NPCR
L2 D@L . 3)
= N 100%
D(i,j)
_ {0 ifEGH=EG)H (4
1 ifEG,j) #E ()
Where;

M and N represent width and
height of image, respectively

E(i,j), E (i,j) are the encrypted
images before and after a slight change,
respectively

D(i,j) indicates the difference
between corresponding pixels of
encrypted image of original image
E (i, j) and encrypted image of changed
image E (i, ).

4.4 Correlation Coefficient

Analysis (CC)

CC measures the strength of the
relationship between two variables
(relationship between two adjacent
pixels) in an image [36].

cc
Ii\ilz:?]:l(lo - iO)(IE - iE] (5)

J(zgilz;tlao — 1,)2)(ZM, 3, [

Where;

Ipo and Iy represent the original
images and encrypted images

[p and [y represent mean value of
original images and mean value
encrypted image.

4.5 Unified Average Changed
Intensity (UACI)

UACI is designed to test the
number of mean intensities modified
between two encrypted images[37]

UACI

1
(M x N)

M N
€@ )) — G ()
2.2, = \ Q
i=1 j=1

X 100%
Where:

M and N are the width and height
of the encrypted image.

C,(i,j) is the encrypted image
before a pixel change

C,(i,j) 1is the encrypted image
after a pixel change (i.e.,Ci(i,j) &
C,(i,j)) are the encrypted images
before and after a slight pixel change.

4.6 Execution Time (ET)

Execution time is the amount of
time needed to use a specific image
encryption method. It is the sum of the
compile time and run time. ET should
be the bare minimum for the realistic
implementation of image encryption.
Typically, it is expressed in seconds,
milliseconds, or minutes. [33]

4.7 Information Entropy (IE)
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Entropy is a statistical measure of
randomness that can be used to
characterize the texture of the input
image. The information entropy is an
evaluation of the uncertainty degree in
the system, which also can be used to
express the uncertainty in image
encryption. The formula of the entropy
is shown Equation [38]

(IE)
255

= Z [P(x) x log, (%)] (4.7)

x=0

Where;

log, is logarithm with logarithmic
base.

P(x) the probability of the pixel value
X

S. Proposed Algorithms

As illustrated in Fig 1 and 2, we
proposed an encryption and decryption
algorithm in this paper based on the
Scrambling rows and columns

\St_jjrt/
Ioadin_g ( X-Ray , MRl, CT) Medical Image l

Display the (chest X-Ray, MRI, CT) image

Get lmag_c Dimensions

{t

Generate Raw Scrambling Key(R) |

Scramble Rows

{¢

Generate Column Scrambling Key(C)

N

Scramble Rows

{t

Obtain Encrypted Image J

i »

Getting the Encrypted Image

i/

Fig 1. The Algorithm for image
encryption
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start
2

( Input Encrypted Image ]

—~——

Retrieve Row Scrambling Key (R)

Ll
[ Retrieve Column Scrambling Key (C) J

——

Determine Inverse Column Order (F) J

4L
[ Unscramble Columns )

—

Determine Inverse Row Order(G)
4L
[ Unscramble Rows J

—

obtain decrypted image

L

Fig 2. The Algorithm for image

decryption
5. Results and discussion

4. Image Acquisition

This work was performed using
Matlab R2021a software, and the
medical image used was an MRI. The
MRI image was taken from the German
Hospital in Najaf, Iraq, from a patient
suffering from a brain disease

Fig 3. MRI original image

In order to simulate the algorithm proposed in MATLAB, we select grayscale and

coloured MRI images as base images

(A) (B)

©)

Fig 4. Gray Medical MRI Image :(A) Original MRI Image, (B) Encrypted
X-ray Image, and (C) Decrypted MRI Image
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(A) (B) (€)

Fig 5.Color Medical MRI Image: A) Original MRI Image, (B) Encrypted X-
ray Image, and (C) Decrypted MRI Image
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(A) (B) (©)

(A) Original MRI image : Gray Medical MRI Image Histogram.Fig 6
Histogram, (B)Encrypted MRI image Histogram, (C) Decrypted MRI image
Histogram

o] il -l

50 100 150 200 250 50 100 150 200 250

(A) (B) (©)

Colour Medical MRI Image Histogram: (A) Original MRI image .Fig7
Histogram, (B)Encrypted MRI image Histogram, (C) Decrypted MRI image
Histogram

50 100 150 200 250
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(A) Horizontal (B) Vertical (C) Diagonal
Correlation of Adjacent Gray-Level Pixels in the Original MRI Image.8 Fig

(A) Horizontal (B) Vertical (C) Diagonal

Correlation of Adjacent Gray-Level Pixels in the Encrypted MRI .9 Fig
Image

x10% x10% x10*
(A) Horizontal (B) Vertical (C) Diagonal
Correlation of Adjacent Color Pixels in the Original MRI Image.10 Fig

(A) Horizontal (B) Vertical (C) Diagonal

Correlation of Adjacent Color Pixels in the Encrypted MRI Image.Figl1

Table 1. Some IQM Encryption and decryption using the Scrambling
algorithm for medical image MRI
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The following points present some
observations regarding the behaviour
and performance of the proposed
encryption and decryption algorithm:

1. From the Tablel, we observed
that the encryption time for the
grayscale MRI image is 1.208, and the
decryption time is 0.56. This is the
shortest time for grayscale resonance
images, indicating the speed of this
algorithm in encrypting and decrypting
MRI images.

2. When observing the results
related to the metrics (PCR, CC1, CC2,
UIQI1, SNR1, SNR2, PSNR1, PSNR2,
MSNRI1, MSNR2, WSNR1, WSNR2,
Eo, Ee, Ed, NPCR), it was noted that the
proposed algorithm achieved similar
performance for both grayscale and
colour MRI images. This demonstrates
the algorithm's efficiency in handling
different image types. The results
indicate that the recovered images were
identical to the original images and no
information is lost, demonstrating the
success of the decryption algorithm.

NO | IQM Gray Colour | NO | IQM Gray Colour

MRI MRI MRI MRI
image image image image

1 ET 1.208 1.353 10 | PSNR1 | 99.000000 | 9.000000

2 DT 0.565 0.650 11 | PSNR2 | 28.934051 | 29.033769

3 | UACI | 0.2651558 | 0.22455 | 12 | MSNR1 | 99.0000 99.0000

4 | NPCR | 0.708162 | 0.76306 | 13 | MSNR2 | 1.345091 | 3.095384

5 | CC1 | 1.000000 | 1.00000 | 14 | WSNRI1 Inf Inf

6 | CC2 | 0.011053 | 0.00704 | 15 | WSNR2 | 5.616459 | 11.837045

7 | UIQI1 | 1.000000 | 1.00000 | 16 Eo 4.524290 | 4.715053

8 | SNR1 | 38.243314 | 37.0279 | 17 Ee 4.524290 | 4.715053

9 | SNR2 | 38.243314 | 37.02793 | 18 Ed 4.524290 | 4.715053

While the encryption algorithm

succeeded in scattering the pixels, it is
less secure.

3. Examining the figures (6,7), the
histogram of the encrypted images
found to be identical to the histogram of
the original images because the
encryption algorithm did not change the
pixel values, but rather changed the
pixel locations. As for the histogram of
the retrieved grayscale and coloured
images, it is equal to the histogram of
the original grayscale and coloured
images, which indicates the success of
the decryption algorithm in retrieving
information.

4. When observing figures (8,10) which
show the correlation of adjacent pixels
horizontally, vertically and diagonally
for original gray and colour MRI
images, this correlation is strong
between pixels, but after encryption as
in figures (9,11) the pixels became
randomly spread, which indicates that
the correlation between adjacent pixels
has been greatly reduced. This is
desirable in image encryption as it aims
to hide any relationships or patterns in
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the original image, which makes
decryption most difficult.

6. Conclusion

This research offers a valuable
contribution to the domain of image
encryption by proposing a foundational
security mechanism that effectively
obscures textual content within images.
The paper proposes an encryption
algorithm, wusing row and column
shuffling, that overcomes a number of
constraints that have been found in the
traditional image encryption systems.
The initial tests on the technique proved
it to be quite efficient in terms of speed
and low resource usage, so it is most
applicable to restricted computational
settings. Although the method has its
benefits as far as its operation is
concerned, it fails to offer adequate
protection to highly sensitive data and
this limits its usage in situations where
maximum security is needed. Besides,
the evaluation metrics, such as NPCR,
UACI, CC, SNR, PSNR, WSNR and IE
demonstrated a similar pattern of
performance in both grayscale and color
resonance images, which indicates the
algorithm does not lose its performance
depending on the type of image.

7.References:

[1] Kamal, S. T., Hosny, K. M.,
Elgindy, T. M., Darwish, M. M., &
Fouda, M. M. "A new image encryption
algorithm for grey and colour medical
37855-

images". leee Access, 9,

37865,(2021).

[2] Lai, Q., & Hua, H. "Secure
medical image encryption scheme for

Healthcare IoT using novel
hyperchaotic map and DNA
cubes". Expert Systems with
Applications, 264, 125854, (2025).

[3] Shahid, U., Kanwal, S., Bano,
M., Inam, S., Abdalla, M. E. M., &
Shaikh, Z. A. "Blockchain driven
medical image encryption employing
chaotic tent map in  cloud
computing". Scientific Reports, 15(1),
6236, (2025).

[4] Man, Z., Gao, C., Dai, Y., &
Meng, X. "Dynamic rotation medical
image encryption scheme based on
improved Lorenz chaos". Nonlinear
Dynamics, 112(15), 13571-13597,
(2024).

[5] Inam, S., Kanwal, S., Firdous, R.,
& Hajjej, F." Blockchain based medical
image encryption using Arnold’s cat

map in a cloud environment". Scientific
Reports, 14(1), 5678, (2024).

[6] Ningthoukhongjam, T. R.,
Heisnam, S. D., & Khumanthem, M. S.
Medical image encryption through
chaotic asymmetric
cryptosystem. /EEE Access, 12, 73879-
73888, (2024).

[7] Seeli, D. J. J., & Thanammal, K.
K. A comparative review and analysis
of medical image encryption and
compression  techniques. Multimedia
Tools and Applications, 84(8), 4457-
4473, (2025).

[8] Wu, Y., Zhang, L., Berretti, S.,
& Wan, S. "Medical image encryption
by content-aware DNA computing for
secure healthcare". IEEE Transactions
on Industrial Informatics, 19(2), 2089-
2098, (2022).

29



JOURNAL OF KUFA-PHYSICS | Vol. 18, No. 1 (2026)

Alaa H.Alarajey & Dr. Kawther H. Al-khafaji

[9] Gao, S., Zhang, Z., Tu, H. H. C.,
Ding, S., Mou, J., Erkan, U., ... & Cao,
Y." A parallel colour image encryption
algorithm based on a 2D logistic-rulkov
neuron map". IEEE Internet of Things
Journal, (2025).

[10] Pourasad, Y., Ranjbarzadeh,
R., & Mardani, A. "A new algorithm for

digital image encryption based on chaos
theory". Entropy, 23(3), 341, (2021).

[11] Agarwal, Stf ." A review of
image scrambling technique using
chaotic maps". International Journal of
Engineering and Technology
Innovation, vol. 8, no. 2, , pp(. 77-
98),2018.

[12] Igbal, N., Hanif, M., Rehman,
Z. U., & Zohaib, M. "On the novel
image encryption based on chaotic
system and DNA
computing". Multimedia Tools and
Applications, 81(6), 8107-8137,
(2022).

[13] Han, Z., Feng, W. X., Hui, L.
Z.,Da Hai, L., & Chou, L. Y. "A new
image encryption algorithm based on
chaos system". In IEEE International
Conference on Robotics, Intelligent
Systems and  Signal  Processing,
Proceedings. (Vol. 2, pp. 778-782).
IEEE, (2003, October).

[14] Ghazvini, M., Mirzadi, M., &
Parvar, N. "A modified method for
image encryption based on chaotic map
and genetic algorithm". Multimedia
Tools and Applications, 79(37), 26927-
26950, (2020).

[15] Ahmed, S. T., Hammood, D.
A., Chisab, R. F., Al-Naji, A., & Chahl,
J. "Medical image encryption": a

comprehensive
review. Computers, 12(8), 160, (2023).

[16] Al-khafaji, K. H.,, & Al-
Haidari, H. A. "Gray X-Ray medical
images encryption and decryption by
chaotic algorithm". Modern Journal of
Health and Applied Sciences, 2(1), 1-
11, (2025).

[17] Wang, X., Feng, L., & Zhao,
H. "Fast image encryption algorithm
based on  parallel computing
system". Information sciences, 486,

340-358, (2019).

[18] Wei, D., Jiang, M., & Deng, Y.
"A secure image encryption algorithm
based on hyper-chaotic and bit-level

permutation". Expert  Systems  with
Applications, 213, 119074, (2023).

[19] Ali, T. S., & Ali, R. "A new
chaos based color image encryption
algorithm using permutation
substitution and Boolean
operation". Multimedia  Tools and
Applications, 79(27), 19853-19873,
(2020).

[20] Mondal, B., Kumar, P., &
Singh, S." A chaotic permutation and
diffusion based image encryption
algorithm for secure
communications". Multimedia  Tools
and  Applications, 77(23),  31177-
31198, (2018).

[21] Dhall, S., & Yadav, K.
"Cryptanalysis of substitution-
permutation network based image
encryption schemes: a systematic

review". Nonlinear Dynamics, 112(17),
14719-14744, (2024).

[22] Elkandoz, M. T., & Alexan,
W. "Image encryption based on a
combination of multiple chaotic

30



JOURNAL OF KUFA-PHYSICS | Vol. 18, No. 1 (2026)

Alaa H.Alarajey & Dr. Kawther H. Al-khafaji

maps". Multimedia Tools and
Applications, 81(18), 25497-25518,
(2022).

[23] Mondal, B." Cryptographic
image scrambling techniques. In
Cryptographic and
Security Approaches for Images and
Videos" (pp. 37-65). CRC Press,2018.

[24] Mattar, A. K., Muhajjar, R. A.,
& Abidali, A. A. )" Image Blocks
Encrypted then Rotated: A New Pixel-
Level Scrambling Method Based
Logistic Map for I0T". In 2022 Iraqi
International

Information

Conference on
Communication  and  Information
Technologies (IICCIT) ,pp. 190-195.
IEEE., September 2022.

[25] Rakesh, S., Kaller, A. A.,
Shadakshari, B. C., & Annappa, B, '
"Image encryption using block based
uniform scrambling and chaotic logistic
mapping". International Journal on
Cryptography and Information Security
(LJCIS), 2(1), 49-57,2012.

[26]Mondal, B." Cryptographic
image scrambling techniques. In
Cryptographic and
Security Approaches for Images and
Videos" (pp. 37-65). CRC Press,2018.

[27]Sivabalan, K. N, &
Balakrishnan, S. " Securing Sensitive
Information Files based on Session

Information

Keys using Numeric Encryption and Bit
Scrambling". Indian Journal of Science
and Technology, 12, 5,2019.

[28]Gutierrez, M." An Overview of
Scrambling Processes in Code Based
Cryptography". (Master's  thesis,
Northern Arizona University),2020.

[29] Abdulateef,. S. A, "Method of
Image Encryption By using Scrambling
and Slant Transform",2021.

[30]Mattar, A. K., Muhajjar, R. A.,
& Abidali, A. A. )" Image Blocks
Encrypted then Rotated: A New Pixel-
Level Scrambling Method Based
Logistic Map for 10T". In 2022 Iraqi
International Conference on
Communication  and  Information
Technologies (IICCIT) ,pp. 190-195.
IEEE., September 2022.

[31]Thomas, M. Y. S., Krishna, V.
N. A., & Varghese, M. B., "Image
Encryption Algorithm with Block
Scrambling Based on Logistic Map,
INDIAN JOURNAL OF SCIENCE
AND TECHNOLOGY RESEARCH,
(1), 1045-1055,2023.

[32]Abdel Hameed, M.,"
Scrambled Encryption Approach for
Colour Images Based on 9-D Chaotic
Systems with 3-D Substitution Bit
Levels". Aswan University Journal of

Sciences and Technology,vol. 4,
no.2,pp( 1-18),2024.

[33]Kaur, M., & Kumar, V. .,” A
comprehensive review on image
encryption techniques”. Archives of
Computational Methods in
Engineering, Vol.27, No.l, pp.15-
43,2020.

[34]Nadipally, M.,” Optimization
of methods for image-texture
segmentation  using ant colony
optimization”. In Intelligent data
analysis for biomedical applications,
pp. 21-47, Academic Press.,2019.

[35]Al-Hilo, E.,” Speeding-up
Fractal Colored Image Compression

31



JOURNAL OF KUFA-PHYSICS | Vol. 18, No. 1 (2026)

Alaa H.Alarajey & Dr. Kawther H. Al-khafaji

using Moments Features, PHD Theses
,2007.

[36]Heucheun Yepdia, L. M.,
Tiedeu, A., & Kom, G.,” A robust and
fast image encryption scheme based on
a mixing technique”. Security and
Communication Networks, 2021.

[37]Abdlrudha, H. H., & Nasir, Q.,
“Low complexity high security image
encryption based on nested PWLCM
chaotic map”. In 2011 International
Conference for Internet Technology
and Secured Transactions, pp. 220-225,
IEEE. December,2011.

[38]Sulaiman, S., & Hanapi, Z.
M.,” Extensive Analysis on Images
Encryption using Hybrid Elliptic Curve
Cryptosystem and Hill Cipher”.
Universiti of Putra Malaysia, Serdang,
Selangor, Malaysia, Vol.17, No.3,
pp-221.230,2021.

32



