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ABSTRACT  

Given the increasing reliance on cloud services, a crucial area for future research is to 

investigate the security and privacy implications associated with the growing concentration of 

data and critical infrastructure within a few dominant cloud providers. This research would 

provide valuable insights into the evolving landscape of cloud computing and help inform the 

development of more secure, resilient, and equitable cloud ecosystems. 
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1. INTRODUCTION 

The surge in global population and the concomitant expansion of commercial, healthcare, and 

storage services have driven a rapid shift towards cloud computing, particularly following the 

COVID-19 pandemic. This trend extends beyond institutions, encompassing individuals who 

now routinely handle massive datasets in various forms, accessible from anywhere. Cloud 

computing provides effective, affordable, and easily accessible ways to handle this growing 

amount of data (Islam et al., 2023). 

The provision and production of a new era of large scale cloud services comparable to those 

offered in a business school are led by several large informatics companies such as IBM, 

Microsoft, Google and Amazon. Cloud computing is defined by The National Institute of 

Standards and Technology as a model for enabling convenient, on-demand network access to 

a shared pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and services) (Issa and Majeed, 2012). As may be appreciated, these resources can 

be brought up and down without the need for a great deal of handling, or interaction with the 

provider. This paradigm employs parallel processing, distributed computing, grid computing, 

and virtualization technologies. Crucially, cloud resources are offered to consumers in a clear 

manner, allowing them to rent and use them without having to comprehend their underlying 

location or operational methods (Sunyaev and Sunyaev, 2020). 

A number of service models, such as Software as a Service (SaaS), Platform as a Service (PaaS), 

and Infrastructure as a Service (IaaS), have surfaced in the context of cloud computing. Lately, 

FaaS—that’s Function as a Service—is really catching on in a big way, you know, making 

waves here and there. And, uh, some writers even throw around ideas like Data, Service, and, 

Storage as a Services depending on what exactly is needed, which, well, can get a bit messy 

sometimes (Wulf et al., 2021). 

1.1. Cloud Services Types 

Cloud computing offers a variety of service models, each catering to different needs (Wulf et 

al., 2021): 

•   Infrastructure as a Service (IaaS): So, picture this—it's basically the guts of cloud computing. 

IaaS is like handing you a box full of essentials—processing power, networking bits, storage 

and, oh, a whole bunch of other core resources—that let you run your own software (operating 

systems, apps, you name it). It’s sort a like renting out a ready-to-go virtual setup, which, 

frankly, means you don't have to wrestle with clunky physical hardware (or, well, at least not 

as much as before). You get neat stuff thrown in too—virtual machines (yeah, VMs), those 

virtual LAN things (sometimes called VLANs), software packages, IP addresses, load 
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balancers, and even image libraries, among other things, and this will take the headache out of 

hardware management. 

•  Platform as a Service (PaaS): provide development for the application without the 

complexities of software infrastructure and managing hardware. Developers can focus on 

building and deploying applications without the burden of maintaining servers, operating 

systems, and middleware. PaaS typically provides features such as application administration 

tools, database integration, scalability options, and development environments. These platforms 

often offer user-friendly interfaces and tools that streamline the development and deployment 

process. 

•  Software as a Service (SaaS): delivers software applications to users over the internet. Instead 

of installing and maintaining software locally, users access it through a web browser. Cloud 

service providers manage the software, infrastructure, and maintenance tasks, including 

software upgrades and secure 

•  ty updates. SaaS has become increasingly popular, with major players generating significant 

revenue. Customer relationship management (CRM) software, billing and invoicing systems, 

help desk apps, HR solutions, and enterprise resource planning (ERP) systems are typical 

instances of software as a service (SaaS) application (Jin et al., 2010). 

•  Function as a Service (FaaS): Also known as serverless computing, FaaS allows developers 

to build and run applications without the need to manage servers. It eliminates the overhead of 

server administration, configuration, and capacity provisioning. FaaS excels at handling event-

driven tasks, where functions are executed only when triggered by a specific event, such as a 

message or a data change. This event-driven architecture makes FaaS highly scalable and cost-

effective, as resources are only utilized when needed (Bhoyar and Chopde, 2013). 

1.2. Cloud Deployment Models 

Cloud providers offer various deployment models, each with distinct characteristics (Diaby and 

Rad, 2017): 

• Public Cloud: 

1. Operated by a third-party provider and accessible to the general public. 

2. Serves multiple organizations simultaneously, offering high scalability and efficiency. 

3. Examples include Amazon Web Services (AWS), Google Cloud Platform (GCP), and 

Microsoft Azure. 

4. Provides on-demand access to a wide range of computing resources, including software, 

hardware, and supporting infrastructure (Goyal, 2014). 
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•  Private Cloud: 

1. Dedicated to a single organization or a specific group of users within an organization. 

2. Typically hosted within the organization's own data center or on a dedicated infrastructure. 

3. Offers enhanced security and control compared to public clouds. 

4. Examples of providers are HPE (Hewlett Packard Enterprise), Dell EMC, and VMware 

(Goyal, 2014). 

•  Hybrid Cloud: 

1. Combines elements of both public and private clouds. 

2. Enables organizations to leverage the benefits of both models, such as the flexibility and 

scalability of public clouds and the enhanced security and control of private clouds. 

3. Allows for seamless data and application movement between public and private cloud 

environments (Aryotejo and Kristiyanto, 2018). 

•  Community Cloud: 

1. Shared by a set of organizations with related requirements And Security requirements. 

2. Typically run by a third-party vendor or collaboratively by the participating entities. 

3. Offers a cost-effective, co-operative option for entities with common infrastructure, and 

compliance requirements (Sivalingan, 2024). 

Fig. 1. Diagram of the cloud 
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Cloud computing has become one of the most revolutionary and quickly evolving technologies 

over the last hundred years in the IT arena (Mishra et al., 2024). We provide a clear 

visualization of its architectural framework in Fig. 1. 

2. CLOUD GIANTS: A BATTLE FOR SUPREMACY 

The market for cloud computing has evolved and stabilised, and leading suppliers are desperate 

to cement their hold on customers and market share (Nevludov and Sotnik, 2023). Here are 

profiles of some of the top players: 

•  Amazon Web Services (AWS): One of the biggest players in the sector, AWS has more than 

150 million customers in 245 countries. They provide on-demand resource in a pay-per-use 

model which is flexible and scalable. They offers easy virtual machine migration to the cloud 

with reliable backup solutions. Plus, AWS continues to innovate, seeking to implement state-

of-the-art technologies that remain open for business experimentation and adjustment (Sadq et 

al., 2018). 

•  Microsoft Azure: With the support of Microsoft’s network of partners and professionals, 

Microsoft Azure is available in more than 140 countries and 61 regions. An early version of 

Microsoft's cloud service, codenamed "Red Dog," Azure lets firms wholesale existing virtual 

machines into the cloud, via upwards of virtual hard disks. They provide a low-cost way of 

consuming unlimited resources without having to invest in hardware upfront, which is great 

for scaling applications. Azure's virtual networks (VNets) allow secure connections between 

resources in the cloud and on-premises network, facilitating hybrid-cloud scenarios. Their 

latest update there makes cloud management easy and super fast for things like machine 

learning, virtual desktops and graphics-heavy workloads (Copeland et al., 2015). 

•  Google Cloud (GCP) is a leading provider of containerized workloads, operating in over 200 

countries and territories.  With 200 million users, they provide a variety of purposes, including 

data storage and analysis, application development, and user-facing services such as Google 

Search, YouTube, and machine learning tools.  GCP includes productivity suites such as Google 

Docs, Gmail, and Calendar.  They offer distributed computing management solutions for G 

Suite, Chrome OS, and Android vertical flavors.  They also offer sophisticated APIs for AI and 

workflow management.  Google Meet offers secure and dependable video conferencing and 

real-time collaboration with Docs, Sheets, and Slides. GCP also invests in training materials to 

assist the users to learn skills in the changing era of cloud computing (Bisong, 2019). 
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•  IBM Cloud: Founded in 1911, IBM has a long history in technology. Their cloud journey 

began with "Blue Cloud," a pioneering cloud system. They excel at cloud migration services, 

leveraging automation to streamline the process. IBM offers industry-specific solutions 

powered by the Watson platform, catering to diverse needs in electronics, automotive, banking, 

and retail. Their recent focus on healthcare provides secure and compliant cloud environments 

for sensitive data (Kochut et al., 2011). 

3.  CHOOSING THE RIGHT CLOUD PROVIDER 

The best cloud provider for you is determined by your unique requirements.  Each platform has 

advantages and disadvantages, making it appropriate for a variety of applications.  A Table 1 

compares the important characteristics provided by these major cloud providers. Table 1 

comparison between cloud services providers 

Table 1. Comparison between cloud services providers 

Cloud Amazon Microsoft Google IBM 

Operating 

Systems 

(Musse and 

Alamro, 

2016) 

Mostly runs with 

variants of Linux such 

as SUSE Linux 

Enterprise Server 

(SLES), Amazon 

Linux, and Red Hat 

Enterprise Linux 

(RHEL) forks such as 

CentOS, along with 

certain versions of 

Windows Server. 

Supports several 

distributions 

including Red 

Hat Enterprise 

Linux, CentOS 

and SUSE 

Linux 

Enterprise 

Server. It also 

provides 

editions of 

Windows Server 

and a few 

earlier desktop 

operating 

systems. 

Focuses on 

Linux-based 

systems, such as 

(CoreOS) and its 

container-

optimized OS. It 

also is available 

for certain RHEL 

releases for SAP 

workloads, and 

for many other 

Linux 

distributions and 

Windows Server 

versions. 

Supports 

multiple light-

weight versions 

of Ubuntu, 

CentOS, RedHat 

Enterprise and 

SUSE Linux 

Enterprise Server 

and different 

versions of 

Windows Server. 

Network 

(Mekki et 

al., 2017) 

Provides enterprise 

networking services 

(iptables, keepalived); 

network traffic 

exchange (tun, bgp); 

and pure network fun. 

 

Offers 

networking 

power with 

Azure, such as 

virtual 

networks, load 

balancing, 

content delivery 

via Azure DNS, 

DDoS 

protection, VPN 

gateways, and 

dedicated 

connections, 

such as 

ExpressRoute. 

Emphasis on 

network telemetry 

(Cloud Armor), 

content delivery 

(Cloud CDN), 

virtual private 

clouds, hybrid 

connectivity 

(including 

Interconnect and 

VPN), DNS and 

load balancing 

services, traffic 

management 

(Traffic Director), 

and service 

discovery. 

Provides network 

security, load 

balancing for its 

Virtual Private 

Cloud, CDN 

services, and 

direct connection 

to its cloud 

infrastructure. 
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Cloud Amazon Microsoft Google IBM 

Security 

(Coppolino 

et al., 2017) 

Offers a wide variety 

of security services as 

part of AWS, 

including IAM, 

firewalls, WAF, 

encryption key 

management, DDoS 

protection, 

vulnerability scanning 

(Inspector), threat 

detection (GuardDuty) 

and data security 

(Macie). 

Provides the 

Azure Security 

Center, its key 

vault, VPN 

gateways, 

dedicated 

hardware 

security 

modules 

(HSMs), data 

protection 

services and 

identity solution 

with Azure 

Active 

Directory. 

Spotlights 

security for its 

own computers 

and the services it 

offers, including 

its Cloud IAM, 

guaranteed 

workloads, Titan 

Security Keys, 

cloud key 

management, data 

loss prevention 

capabilities, 

access 

transparency 

tools, a secret 

manager and a 

security command 

center. 

Offers a set of 

security services 

including 

Hardware 

Security 

Modules, 

Application 

Identity 

Management 

(App ID), Data 

Encryption (Data 

Shield), a 

Security Advisor, 

SSL Certificates 

management, and 

advanced 

cryptographic 

services via the 

Hyper Protect 

services. 

Artificial 

Intelligent 

& Machine 

Learning 

(Rath et al., 

2021) 

Provides a robust suite 

of AI and ML services 

associated with its 

SageMaker brand, 

which includes model 

building, training, 

deployment and 

monitoring. It also has 

services tailored 

specially for natural 

language processing, 

computer vision and 

speech recognition, as 

well as bespoke 

hardware and software 

for deep learning. 

Delivers AI and 

ML abilities 

through Azure, 

such as 

Databricks for 

big data 

analytics and 

ML, Cognitive 

Search for AI-

powered search, 

Bot Service for 

chatbot 

development 

and multiple 

Cognitive 

Services 

focusing on 

vision, speech, 

language and 

decision-making 

processes. 

Provides several 

AI and ML 

services such as 

natural language 

processing, 

translation, 

speech-to-

text/text-to-

speech, AutoML 

for automated 

machine learning, 

AI for video and 

vision analysis, 

and its AI 

Platform for full-

cycle ML 

workflows. 

Highlights its 

Watson AI 

services suite 

including natural 

language 

understanding, 

machine 

learning, visual 

recognition, 

knowledge 

discovery, 

speech to text, 

discovery and 

conversational 

AI agents. It also 

focuses on the 

ability of deep 

learning. 

4. THE CLOUD'S EVOLVING LANDSCAPE 

Cloud technology continues to evolve, driven by recent challenges: 

• The Rise of Remote Work: The COVID-19 pandemic and subsequent stay-at-home orders 

fueled the adoption of cloud-based video conferencing and collaboration tools, becoming a 

crucial engine for digital transformation and business continuity. Cloud infrastructure supported 

remote work and learning, with tools like G Suite, Google Meet, Zoom, and Microsoft Teams 

becoming essential components of many businesses' cloud ecosystems (Alzakholi et al., 2020). 

•  Emerging Technologies: The Internet of Things (IoT), artificial intelligence (AI), edge 
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computing, and analytics are becoming key differentiators for cloud providers, along with 

serverless managed services. AWS, Azure, and Google Cloud Platform are all investing heavily 

in these areas to capture market share (Serrano et al., 2015). 

•  Multi-Cloud Strategies: The ability to seamlessly move applications between different cloud 

platforms is becoming increasingly important. Solutions like VMware and Red Hat offer tools 

for managing hybrid and multi-cloud deployments (Sekar, 2023). 

•  Data Lock-in: As businesses store more data in the cloud, they become increasingly reliant 

on their chosen vendor. Cloud providers are constantly innovating to attract and retain 

customers by offering unique features and data management solutions. 

•  Uncertainty and Fear as Sales Tactics: The cloud market is experiencing intense competition 

due to technological trends like telemedicine, digital payments, online commerce, 5G 

communication, remote learning, and robot delivery. Certain sellers might use uncertainty and 

dread to advertise their services. 

The cloud computing landscape is constantly evolving, and these trends will continue to shape 

the future of the industry. 

5.  DISCUSSION 

Choosing the right cloud provider from the growing number of options can be a daunting task. 

This paper outlines ten key factors to consider when making your decision: 

1.  Define Your Service Needs: 

Clearly understand your specific cloud computing requirements, Determine the type of services 

you need, such as infrastructure (servers, storage), platforms for application development, or 

software applications themselves, and consider the scale and scope of your needs. 

2.  Prioritize Security: 

Online security is paramount, inquire about the provider's security measures, including data 

encryption, access controls, and disaster recovery plans, and  ensure they have robust security 

protocols in place and regularly update them to address evolving threats. 

3.  Data Center Security and Location: 

Evaluate the security of the data centers where your data will be stored, and consider the 

location of these data centers in relation to your business and any relevant data regulations. 

4.  Pricing and Cost Structure: 

Understand the pricing model, compare pricing across different providers and services. Be 

aware of potential hidden costs or unexpected charges. 

5.  Service Uptime and Reliability: 
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Inquire about the provider's service uptime history. Minimize downtime by choosing a 

provider with a strong track record of reliability and look for providers that are transparent 

about service outages and publish downtime reports. 

6.  Accessibility and Data Access: 

Ensure seamless access to your data from anywhere, at any time, using various devices (laptops, 

smartphones, tablets). Verify that the provider offers secure and convenient remote access 

options. 

7.  Data Portability: 

Inquire about the ease and cost of importing and exporting data. Choose a provider that allows 

for easy data transfer, minimizing potential disruptions or costs associated with switching 

providers in the future. 

8.  Scalability and Flexibility: 

Select a provider that can accommodate your future growth and evolving needs. Ensure they 

offer flexible service options that allow you to easily scale your resources up or down as 

required. 

9.  Customer Support: 

Evaluate the quality and availability of customer support. Look for providers that offer 24/7 

support with fast response times and knowledgeable engineers. Inquire about support costs and 

the level of service included. 

10.  Onboarding and Implementation: 

Understand the onboarding process and the level of support provided during implementation. 

Look for providers that offer clear and concise documentation, along with helpful tutorials and 

guides. 

6. CONCLUSION 

Cloud computing, you know, has kind of turned the way we mess with tech completely upside 

down. It’s been growing like crazy – thanks to things like covid-19 and that whole shift to 

working from home that just popped up everywhere – which, honestly, shows just how big a 

deal it’s become. Sure, big names like AWS, Azure, Google Cloud, and IBM Cloud still pretty 

much rule the market; but when you're choosing one, you really gotta think about security, 

pricing (which can feel all over the place sometimes), scalability, and whether you’ll actually 

get solid support. 

Now, as the cloud keeps changing – integrating stuff like AI, IoT, and even, um, edge 

computing (it’s wild how fast things shift) – staying on top becomes kind a tricky.  
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